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VirtualBox @

» A powerful x86 and AMD64/Intel64 Opensource Virtualisation solution

« VirtualBox runs on Linux, Microsoft Windows, Apple Macintosh, and
OpenSolaris hosts and supports a large number of guest operating systems

I n Stal I i n g » The software can be downloaded from:
k- - https://www.virtualbox.org/wiki/Downloads
Ubuntu Linux

On VirtualBox E e S AR 0w

es  Import Export  New Add

Welcome to VirtualBox!
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Oracle VM VirtualBox Manager
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Prepare for Ubuntu on VirtualBox

]

Oracle VM VirtualBox Manager - 0

¢ AR GF

Preferences  Import Export ~ New Add

Machine

* New.. Ctri+N

4 Add... Ctrl+A

Welcome to VirtualBox!
Create Virtual Machine [

Name and operating system

for the new virtual machine and select the type of
aperating system you intend to installon t. The name you

machine.
Name: Ubuntu 20,04
Machine Folder: @8 /home/dobriain/VirtualBox VMs

Type: Linux v

Version: | Ubuntu (64-bit) v

Eperthode | <ouck Gance

Prepare for Ubuntu on VirtualBox

Prepare for Ubuntu on VirtualBox
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» Allow adequate memory for both host and Virtual Machine

Oracle VM VirtualBox Manager -

B & AR B+

Preferences  Import Export  New Add
Ctrl+A

to Vir
Create Virtual Machine

Hard disk

Fyou wish you can add a virtual hard disk to the new
machine. You can either create a new hard disk file or
from

Folder icon.

I you need a more complex storage set-up you can skip

once the machine i created.
The recommended size of the hard disk is 10.00 GB.
Donotadd a virtual hard disk

© [Create a virtual hard disk now!

Use an existing virtual hard disk file

e cancel

(]

» Allow adequate memory for both host and Virtual Machine

Oracle VM VirtualBox Manager - N
File FYEEINE Help
- | ¢ AR B
U
‘#Jédd... Ctrlsa Preferences Import  Export New Add

o B el

to Vir

Create Virtual Machine

Memory size
allocated to the virtual machine.
‘The recommended memory size is 1024 MB.

— co 12288

\ ame sastzme

pres Cancel

Prepare for Ubuntu on VirtualBox
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¢ Allow adequate memory for both host and Virtual Machine

Oracle VM VirtualBox Manager -

B & AR BT

Preferences  Import Export  New Add

Ctrl+A

to Vir

Create Virtual Hard Disk °

Storage on physical hard disk

<

grow as it s used (dynamically allocated) o if it should be
created at its maximu size (Fixed size).

sk file will

o ddisk
Fixed size),although t will not shrink again automaticaly
when space on itis reed.

Afixed size hard disk file may take longer to create on
some systems but i often faster to use.

© [Dynamically allocated|

Fixed size
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Prepare for Ubuntu on VirtualBox

Prepare for Ubuntu on VirtualBox H;

» Allow adequate Virtual drive space for VM

Oracle VM VirtualBox Manager -~ 9

& AR G

Preferences  Import Export ~ New Add

Machine

L dbadd.. CtrleA |
Welcome to VirtualBox!

Create Virtual Hard Disk o

File location and size

the box below or click on the folder icon to select a
different folder to create the file in. >
/dobriain/VirtualBox VMs/Ubuntu 20.04/Ubuntu 20.04 (2]
Select the size of the virtual hard disk in megabytes. This

size s the lmit on the amount offle data that a virtual

machine will be able to store on the hard disk.

— 2500G8

400MB 20078

<Back Cancel

Prepare for Ubuntu on VirtualBox

e Settings
Oracle VM VirtualBox Manager - 9
File Machine Help

112 voos L & P .

New | Settings| Discard ~ Start

Ubuntu 20.04 9= ™ General [ preview
, © powered Off = ame: Ubuntu 20.04
Operating System: Ubuntu (64-bit)
[®] system
Base Memory: 12288 MB Ubuntu 20.04

Boot Order: Floppy, Optical, Hard Disk
Acceleration:  VT-x/AMD-V, Nested Paging,
KVM Paravirtualization

M pisplay

Video Memory: 16 MB
Graphics Controller: VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled
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Prepare for Ubuntu on VirtualBox

e Allow 2 CPUs for the VM if possible

Oracle VM VirtualBox Manager - - 0
File Machine Help

00 oo W% P .

New Settings Discarc Start
Ubuntu 20.04 8= B General B preview
, @ Powered Off 0= Name Uhunki 20,04
Ubuntu 20.04 - Settings )
I General System

"

1 system Motherboard Processor Acceleration

M oisplay J
L] Processor(s): | === = °
= — T2.CPUs.

) storage

QD Audio Execution Cap: - — - - — - - 100% o
1% 100%

. Network Extended Features: | Enable PAE/NX
£ serialPorts Enable \
£ use

7] sharedFolders

T userinterface

Cancel
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e Select the Ubuntu .iso image to install

Oracle VM VirtualBox Manager - -9
File Machine Help

12 rous W e oPs,

1]
New ~Settings Start

Ubuntu o= ™ General Preview |
Powered Off L b Nama: Lhinti 2004 -_—
Ubuntu 20.04 - Settings. (-]

n

M General Storage
5] & sseem Storage Devices Attrbutes
| ooy @ Ccontroller: IDE Optical Drive: | IDE Secondary Master
OO sorsc Live CD/DVD
- & Controller: SATA Information
Qo (o Auio 3 Ubunt 20.04xdi Type: -
Network Size: —
Location: -
£ serialPorts
Attached to: -

& use
L= shared Folders

= [ usermeertace

12



Prepare for Ubuntu on VirtualBox

e Select Bridged Adaptor if your network will supply and address

Oracle VM VirtualBox Manager - =«
File Machine Help

1§ o e & P .

New Settings Start
Ubuntu 20.04 g= M General B preview
Powered OFff 8= Name. Uhunki 20 04

Ubuntu 20.04 - Settings

I General Network

System Adapter1 Adapter2 Adapter3 Adapterd
Display
7 Enable Network Adapter

storage Attached to:
~ ~ N = NAT
Ny
[0 Network » Advanced .
@ @ ﬁsy,a\pmt; Internal Network
ol [«
& | | & us Host-only Adapter

7] | 2] sharedFolders
Generic Driver

7] [T usernterface

NAT Network @
Cloud Network [EXPERIMENTAL]

Not attached

Cancel
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Prepare for Ubuntu on VirtualBox

Prepare for Ubuntu on VirtualBox

o Start

Oracle VM VirtualBox Manager — o
File Machine Help
New Settings Start
Ubuntu 20.04 B General B preview

eeg
1

@ Powered Off Ubuntu 20.04

Name:
Operating System: Ubuntu (64-bit)
[®] system

Base Memory: 12288 MB Ubuntu 20.04
Boot Order:  Floppy, Optical, Hard Disk

Acceleration:  VT-x/AMD-V, Nested Paging,
KVM Paravirtualization

Ubuntu 20.04: Starting VM
W Dpisplay

Video Memory] Creating process for virtual machine "Ubuntu 20.04" (GUI/Q) ... (1/2)
Graphics Contri

Remote Deskt¢ 0% (<]
Recording:

<,
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o Start

Oracle VM VirtualBox Manager - .

File Machine Help

112 voos @ @ >

New ~Settings Start

‘ Ubuntu 20.04 8= [ General [ preview

‘ @) powered Off = Select start-up disk

Please select a virtual optical disk file o a
physical optical drive containing a disk to
start your new virtual machine from.

The disk should be suitable For starting a
computer from and should contain the
operating system you wish to install on the.
virtual machine if you want to do that now.
The disk will be ejected from the virtual

this yourself if needed using the Devices

lubuntu-20.04.1-desktop-amd6diso v ()

Cancel

14

Prepare for Ubuntu on VirtualBox

e |nstall

Oracle VM VirtualBox Manager = o
File Machine Help

12 voo LR »

New Settings Start
Ubuntu 20.04 8= General Preview
© Powered Off 9= Name: Ubuntu 20.04 )
Ubuntu 20.04 [Running] - Oracle VM VirtualBox -

File Machine View Input Devices Help

You have the Auto capture keyboard option turned on. This will cause the Virtual Machine to automatically capture the - 3) ()

-

Qokas =il gl Eright ctrl
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Install
Ubuntu Linux

®

powered by

ubuntu

Updates and other software @

B
Updates and other software @

« @ Normal installation
e O Minimal installation
« m Download updates while installing Ubuntu

- m Install third party software for graphics and
Wi-Fi hardware and additional media formats

» English (UK)
- English (UK, extended, with Win Keys)
- @ Continue

i ©F B & 2R A &= FEN [ )
1 22 89 led Big Bl W (8 9 0

NN B BN R

e 5 B0 @F B W = - =

B KN e S BN S e S
2 B @ BV @ & @ W §

Installation type

e @ Erase disk and install Ubuntu

- Advanced
- @ None
- 0O Use LVM with the new Ubuntu installation
- 0O Erase disk and use ZFS
- O Encrypt the new Ubuntu installation for security**

e O Something else
* Install now

** Only with LVM or ZFS



Write changes to disks

« Partition table (sda)
- Partition #2 of sda as ESP
- Partition #3 of sda as ext4

e @ Continue

** Extensible Firmware Interface (SFI) System Partition (ESP) 27

Who are you

Where are you

e @ Dublin

e Continue
22

* Your name: Ada Lovelace

» Your computer’s name: ADAUbuntu
e Pick a username: alovelace

» Choose a password: ada_secret

» Confirm youre password: ada_secret
- 0O Log in automatically
- @ Require my password to log in
- O Use Active Directory

e Continue

** Extensible Firmware Interface (SFI) System Partition (ESP) 23

Post Install
Ubuntu Linux

®

powered by

GNU/Linux




Post install activity

&

Update the Operating System

&

e Add terminal to Favourites pane

» Update to the latest version of packages
- Alt-F2 and type gnome-terminal in the window

Run a Command

gnome-terminal

Press ESCto close

Allwindows

New Window

* Add the terminal to the Favourites

Add to Favorites

tion... Done
up to dat

&

$ sudo apt upgrade
1

Done
Quit

0 to re : 0 not
New Window

* Remove unnecessary
applications from Favourites

Play/Pause
Next

Previous

Stop & Quit @

| ®
j‘i""""“’“’"‘“ ubuntu ubuntu
25 26
. Qog zEn
Add some essential packages v SSH keys <

* Install Gcc, make and the openSSH Server * Generate SSH keys

sudo apt install gcc make openssh-server

ssh-keygen -t rsa -b 4096
publi te K i

—lubuntul)
ubuntul) ...

lubuntul)

. ®

ubuntu

®

ubuntu
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VirtualBox

>
» [f the install is on VirtualBox
- Insert the Guest Additions CD image by selecting the option under
“Devices” in the menu
- That will then mount in /media/alovelace on the filesystem
ub-g3-20.04 [Running] - Oracle VM VirtualBox =
File Machine View Input Help
@ optical Drives.
8 audio
a & Network
ub-g3-20-04 O use
[ shared Folders
[2] shared clipboard
[ prag and Drop
4
ubuntu

Insert the Guest Additions disk file into the virtual optical crive. 00126 W@UGS Rl

VirtualBox

&

G

Home

If the install is on VirtualBox

Add the mounted Guest Additions

am =

cd /media/alovelace/Vbox Gas_6.1.10

sudo ./autorun.sh

s for Linux........

$ sudo init 6

Ubuntu Linux
Install Scapy

ubuntu

Powered By

GNU/Linux



Install Scapy on Linux L Test run Scapy interactive shell @

~$ sudo apt-get install python3-pip texlive
~$ pip3 install --pre scapy[complete]
~$ pip3 install scapy-http

~$ scapy3

aSPY//YASa
apyyyycy//////////YCa
sY//////YSpcs scpCY//Pp welcome to Scapy

Version 2.4.3

|
|
- ayp ayyyyyyySCP//Pp syY//C
o Texlive AYASAYYYYYYYY///Ps cv//s |
pcceey//p cSSps y//Y | https://github.com/secdev/scapy
- typesetting, previewing and printing of TeX documents Spppe7//a Ppéggj%% } vave fun!
- p///Ac sC///a |
° [)I[)iS P////YCpc A//A | Wanna support scapy? Rate it on
scceceep///pSP///p p//Y | sectools!
i i i sY///177177 caa S//P http://sectools.org/tool/scapy/
- Atool for installing and managing Python3 packages e v } P Ols org/toolsscany!
sY/PsY////YCc ac//Yp
° Scapy sc sccaCY//PCypaapyCP//YSs
SpCPY//////YPSps
- Interactive packet manipulation tool ceaacs

using IPython 7.14.0

 scapy-http
- HTTP-layer support for Scapy
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