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Build a LAMP Server
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Learning Objectives

At the end of this topic the learner will be able to build a LAMP
Server:

* Install and test Apache2 Webserver

Install and test PHP

Install and test MariaDB

Install and test Perl

Install and test Python
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HTTP OK

Internet Protocol Version 4, Src: 10.0.2.10, Dst: 10.0.0.20
Transmission Control Protocol, Src Port: 80, Dst Port: 54117, Seq: 1, Ack: 254, Len: 500
Hypertext Transfer Protocol

HTTP/1.1 200 OK\r\n

Date: Fri, 26 Feb 2016 18:33:12 GMT\r\n

Server: Apache/2.4.10 (Debian)\r\n

Last-Modified: Fri, 26 Feb 2016 18:32:10 GMT\r\n

ETag: "115-52cb08464d460"\r\n

Accept-Ranges: bytes\r\n

Content-Length: 277\r\n

Connection: close\r\n

\r\n

Data (277 bytes)

0000 3c 68 74 6d 6c 3e 3c 62 6f 64 79 3e 3c 21 2d 2d
0010 20 67 65 6e 65 72 61 74 65 64 20 62 79 20 75 74
0020 69 6¢c 69 74 79 2e 70 79 3a 48 74 74 70 53 65 72
0030 76 69 63 65 20 2d 2d 3e 0a 3c 68 31 3e 73 76 72
0040 31 20 77 65 62 20 73 65 72 76 65 72 3c 2f 68 31
0050 3e 0a 3c 70 3e 54 68 69 73 20 69 73 20 74 68 65
0060 20 64 65 66 61 75 6C 74 20 77 65 62 20 70 61 67
0070 65 20 66 6f 72 20 74 68 69 73 20 73 65 72 76 65
0080 72 2e 3c 2f 70 3e Oa 3c 70 3e 54 68 65 20 77 65
0090 62 20 73 65 72 76 65 72 20 73 6f 66 74 77 61 72
00a® 65 20 69 73 20 72 75 6e 6e 69 6e 67 20 62 75 74
00b0 20 6e 6f 20 63 6f 6e 74 65 6e 74 20 68 61 73 20
00cO 62 65 65 6e 20 61 64 64 65 64 2c 20 79 65 74 2e
00d® 3c 2f 70 3e 0a 3c 6c 69 3e 65 74 68 30 20 2d 20
00e0 5b 27 31 30 2e 30 2e 32 2e 31 30 2f 32 34 27 2c
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Install Apache

* The Apache HTTP Server is a free and open-source cross-
platform web server software.
* The vast majority of Apache HTTP Server instances run on a

GNU/Linux distribution and Apache is the world’s most popular
webserver as well as the first webserver to serve more than 100

million websites.

"1us

Install Apache

* Create HTML index page to test

/var/www/html$ mv index.html index.html.old )

/var/www/html$ sudo vi index.html
<HTML>
<HEAD>
<TITLE>Hello World</TITLE>
</HEAD>
<BODY>
Hello World, Apache2 HTML here
</BODY>
</HTML>
cwq!

" 1uUs
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Install Apache

* Install Apache and check

~$ sudo apt install -y apache2
~$ ed /var/www/html

/var/www/html$ 1s
index.html

* Browse from another device

@ | Apache2 Ubuntu Default Pa x| +

<
1
o
11 x

Q
]

< [¢] O D 127.00.1 o

o"’ Apache2 Default Page
o'

Ubuntu  mzzmm

Install Apache

* Change ownership and mode

"Tus

/var/www/html$ sudo chown ada:www-data index.html
/var/www/html$ sudo chmod 770 index.html

/var/www/html$ 1ls -la

drwxr-xr-x 2 root root 4096 Aug 25 14:12 .
drwxr-xr-x 2 root root 4096 Aug 25 00:04 ..
-rwxr-xr-x 2 ada www-data 90 Aug 25 13:53 index.html
@ | Helloworld x | 4 ~ - o x
&« @ Q O 127.00.1 b f =

Hello World, Apache2 HTML here

" Tus
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Install PHP

Hypertext
Preprocessor

* |nstall PHP and check

~$ sudo apt install
~$ ed /var/www/html
/var/www/html$ sudo

/var/www/html$ sudo
<?php

echo "hello world";
phpinfo( );

?>

twq!

/var/www/html$ sudo

-y php

rm index.html

vi index.php

systemctl restart apache2

TUS

Hypertext Preprocessor (PHP)

* A general-purpose scripting language geared towards web
development.

* PHP code is usually processed on a web server by a PHP
interpreter implemented as a module, a daemon or as a Common
Gateway Interface (CGl) executable.

* On a web server, the result of the interpreted and executed PHP
code — which may be any type of data, such as generated HTML or
binary image data — would form the whole or part of an HTTP
response. Various web template systems, web content management
systems, and web frameworks exist which can be employed to
orchestrate or facilitate the generation of that response.

TUS

Install PHP

e PHP 8.1.2-1ubuntu2.14 - ph; X + ' - a x
<« c Q D 127.001 b @ f =
hello world
PHP Version 8.1.2-1ubuntu2.14 php
System Linux ada-VirtualBox 6.2.0-39-generic #40~22.04.1-Ubuntu SMP PREEMPT_DYNAMIC Thu Nov 16
10:53:04 UTC 2 x86_64
Build Date Aug 182023 11:41:11
Build System Linux
Server APl Apache 2.0 Handler
Virtual Directory Support disabled
Configuration File (php.ini) Path fetc/php/B.1/apache2
Loaded Configuration File fetc/php/B.1/apache2/php.ini
Scan this dir for additional .ini files fetc/php/B.1/apache2/cont.d
Additional .ini files parsed fetc/php/8.1/apache2/conf.d/10-opcache.ini, fetc/php/8.1/apache2/conf.d/10-pdo.ini, fetc/php
8.1/apache2/conf.d/L5-xml.ini, /etc/php/8.1/apache2/conf.d/20-calendar.ini, /etc/php/8.1/apach:

feonf.d/20-ctype ini, /etc/php/8.1/apache2/conf.df20-dom.ini, /etc/php/8.1/apache2/conf.d/20-exif.ini,
fetc/php/8.1/apache2/conf.d/20-ff.ini, fetc/php/8.1/apache2/conf.d/20-fileinfo.ini, fetc/php
/8.1/apache2fconf.d/20-ftp.ini, /etc/php/8.1/apache2/conf.dj20-gettext.ini, /etc/php/8.1/apache2
Jconf.d/20-iconv.ini, /etc/php/8.1/apache2/conf.d/20-mbstring.ini, /etc/php/8.1/apache2/conf.d/20-
phar.ini, /etc/php/8.1/apache2/conf.df20-posix.ini. /etc/php/8.1/apache2/conf.dj20-readline.ini.
fetc/php/8.1/apache2/conf.d/20-shmop.ini, /etc/php/8.1/apache2/conf.d/20-simplexml.ini, /etc/php
/8.1/apache2conf.d/20-s0ckets. i, fetc/php/8. 1/apache2/conf.d/20-sysvmsg.ini. jetc/php
/B.1/apache2{conf.d/20-sysvsem.ini. /etc/php/8. 1/apache2/conf.d/20-sysvshm.ini, fetc/php
18.17apache2/conf.d/20-tokenizer.ini, /etc/php/B.1/apache/conf.d/20-xmlreader.ini, etc/php
18.1fapache2/conf.d/2! letclphp/8.1/apache2/conf.d/20-xsl.ini

TUS
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PHP Simple Example

* This is a simple calculator that demonstrates the interaction
between HTML and PHP

* Copy the files to the Apache root

~$ 1ls /var/www/html
images calculator.php

~$ ls /var/www/html/images
tus_logo.png
~$ sudo chown -R ada:www-data /var/www/html

~$ sudo chmod -R 770 /var/www/html

"1us
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PHP Simple Example

* This part of the file is the PHP piece.
* The program is waiting for the user to press the button.

* When this event happens the numbers are extracted from the
HTML form, added and the total printed.

<?php
if (isset ($_POST['btn submit'])){ // is variable set & not NULL //
$numl = $ POST['numl']; // assign box 1 value to Snuml //
Snum2 = $ POST['num2']; // assign box 2 value to Snum2 //
$total = S$numl + $num2; // add and assign to $total //
print ("<P><B>The total value is: " . Stotal . "</B></P>");
}
2> ]
Php.
</HTML>

" 1uUs
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PHP Simple Example

* HTML part of the file

/var/www/html$ cat calculator.php

<TITLE>My Simple Calculator</TITLE>
<HEAD></HEAD>

<BR>
<H2>My Simple Calculator</H2>

<FORM action="" method="post">
<LABEL>Enter Numl:</LABEL>

<INPUT type="text" name="numl" /><BR>
<LABEL>Enter Num2:</LABEL>

<INPUT type="text" name="num2" /><BR><BR>

</FORM>

<INPUT type="submit" name="btn_submit" value="ADD">

<BODY style="background-color:white; font-family:arial;color:black;">
<IMG SRC="images/tus_logo.png" alt="TUS logo">

Php

"Tus
PHP Simple Example
* Run the program
@ My Simple Calculator X | + v - X
<« (¢} QO DO 127.0.0.1/calculator.php  ¥¥ =
~ITUS :
My Simple Calculator php
Enter Num2: s
[ao0]
The total value is: 9
" Tus
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Relational Database Management System

* An RDBMS is a database that support the organisation of data.

* One of the original RSBMS is MySQL which uses the Structured
Query Language to query the database.

* MariaDB is an improved fork of MySQL that offers data

GNU/Linux

Install MariaDB

* Install MariaDB

~$ sudo apt install -y mariadb-server mariadb-client php-mysql
~$ sudo systemctl restart apache2

~$ sudo mysql_secure_installation

Enter current password for root (Enter for none): <Enter>
Set root password? [Y/n] Y

New Password: rootpass

Re-enter new Password: rootpass
Remove anonymous users? [Y/n] Y
Disallow root login remotely? [Y/n] Y

Remove test database and access to it? [Y/n] Y
Reload privilege tables now? [Y/n] Y

# Remember this password

Thanks for using MariaDB!

TUS
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processing capabilities for both small and enterprise tasks with
numerous inbuilt powerful features, security and performance

improvements over MySQL.

Install MariaDB

* Check the MariaDB installation

~$ mysql --user=root --password
Enter password: rootpass
MariaDB [ (none) ]>

> CREATE USER admin@localhost IDENTIFIED BY 'admpass';

Query OK, 0 rows affected (0.002 sec)
> GRANT ALL PRIVILEGES ON *.* TO admin@localhost;
Query OK, 0 rows affected (0.002 sec)

> FLUSH PRIVILEGES;
Query OK, 0 rows affected (0.002 sec)

> EXIT;

TUS

TUS
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Database
Administration
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Install phpMyAdmin

* Install phpMyAdmin -
>_

~$ sudo apt install -y phpmyadmin

[*] Apache2
[ 1 lighttpd <ok>

Configure database for phpmyadmin with dbconfig-common?
<Yes> <No>

MySQL application password for phpmyadmin: myadmpass
Password confirmation: myadmpass

php

TUS
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phpMyAdmin

* A free and open source administration tool for MariaDB and

MySQL.
* Itis a portable web application written primarily in PHP.

* One of the most popular MariaDB/MySQL administration tools,
especially for web hosting services.

Php

Enable MySQL Improved Extension

Enable the PHP MySQLi extension
Soft link from phpmyadmin
Change ownership and permissions
Restart apache2 to effect changes

sudo

sudo

sudo

sudo

~$ sudo phpenmod mysqli

1n -s /usr/share/phpmyadmin /var/www/html
chown -R ada:www-data /var/www/html
chmod -R 770 /var/www/html

systemctl restart apache2

pPhp

TUS

TUS
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Check phpMyAdmin

* From browser on Raspberry Pi

w5 phpMyAdmin x | +
< c @ 127.0.0.1 * w - O
pPhp
Welcome to phpMyAdmin
Language
English -
Login @

Username:
admin

Go

http://127.0.0.1/phpmyadmin

admin
admpass

P TUS

33

Check phpMyAdmin

* From browser on Raspberry Pi

H& 127.0.0.1 / localhost x +

& c ®

php

127.0.0.1

CH Server: localnost:3206

* H 9 » & :

Perl and Python

omles s e Databases =[] SQL

Recent | Favorites

& New
N & Change password
41 information_schema =
i L = Server connection collation @
#L0 mysaql
i utBmba_unicode_ci
4[| performance_schema
i
%.(J phpmyadmin

&’ Language @: | English

@ Theme: | pmahomme v

- Fontsize: | 8206 ~

More settings

m Console

Perl and Python

% Status =7 Useraccounts =} Export

Import  ~ More

- Server: Localhost via UNIX socket

- Server type: MariaDB

- Server version: 10.3.29-MariaDB-
0+deb10ul - Raspbian 10

- Protocol version: 10

- User: admin@localhost

- Server charset: UTF-8 Unicade
(utis)

- Apache/2.4.38 (Raspbian)

- Database client version: libmysq| -
mysqind 5.0.12-dev - 20150407 -
sid
TCCTCCOBe675I6dT 265010126 7148167
s

- PHP extension: mysqli @ curl @
mbstring &

- PHP version: 7.3.29-1~deb10ul

- Ius

* Practical Extraction and Reporting Language (Perl)
- Perl is a high-level, general-purpose, interpreted, dynamic programming

language.
* Python

- Python is also an interpreted high-level general-purpose programming

language.

TUS
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Perl

~$ sudo apt install perl
~$ perl --version
This is perl 5, version 28,

gnueabihf-thread-multi-64int
detail)

subversion 1 (v5.28.1) built for arm-linux-
(with 61 registered patches, see perl -V for more

Copyright 1987-2018, Larry Wall
Perl may be copied only under the terms of either the Artistic License or the
GNU General Public License, which may be found in the Perl 5 source kit.

Complete documentation for Perl, including FAQ lists,
system using "man perl" or "perldoc perl".
Internet,

should be found on this
If you have access to the
point your browser at http://www.perl.org/, the Perl Home Page.

Python3

~$ sudo apt install python3 python3-pip idle3 python3.10-venv

~$ python3 --version
Python 3.7.3

~$ python3 -m pip --version
pip 18.1 from /usr/lib/python3/dist-packages/pip (python 3.7)

~$ python3 -m pip install --upgrade pip
Looking in indexes: https://pypi.org/simple, https://www.piwheels.org/simple

"1us

Python3

~$ python3 -m venv ~/.venv

~$ source ~/.venv/bin/activate

(.venv)~$ python3 -m pip install flask
(.venv)~$ python3 -m pip install mariadb

(.venv)~$ python3 -m pip install pyyaml

" 1uUs

Collecting pip
Downloading

100+ | I | . cv: 112kB/s

Installing collected packages:
Successfully installed pip-21.2.4

pip

~$ sudo apt install -y libmariadb3 libmariadb-dev

37

PyCalculator

~iTUs

PyCalculator
init.py
static
L images
— tus.png
templates
}— answer.html
F—— calculator.html
L— layout.html

TT

3 directories, 5 files

~$ cat init.py

from flask import Flask, render_template, request

lask app //
app = Flask(__name_ )

@app.route("/")
def index():
"""The calculator index page"""
return render_template ("calculator.html")

@app.route ("/answer", methods=["GET",
def answer():
"""The calculator answer page"""

"POST"])

post_data = dict (request.form)

numl, num2 = int (post_data["numl"]),
num3 = numl + num2

data = (numl, num2, num3)

return render_template ("answer.html", data=data)

if _ name__ == "__main_ ":
app.run (debug=True)

int (post_data["num2"])

39
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PyCalculator

~$ cat layout.html
<TITLE>My Simple Calculator</TITLE>
<HEAD></HEAD>
<BODY
<IMG
<BR>
{% block content %}
{% endblock %}
</BODY>
</HTML>

rarial;color:black; ">
) " alt="TUS">

background-color:white; font

url_for('static', filename='images/tus.png

—nyg

~$ cat answer.html

{% extends "layout.html" %}

{% block content %}

<H1>My Simple Calculator</H1>

~$ cat calculator.html <H3>{{ datal0] }} + {{ data[l] }} = {{ datal2] }}</H3>

{% extends "layout.html" %} {% endblock %}

{% block content %}

<H1>My Simple Calculator</H1>

<FORM acti r" method="POST" enct

<P>Enter Numl: </td><td><input type = 1ame = "numl"></P>
<P>Enter Num2: </td><td><input type = =" name = "num2"></P>

= "submit" value = "ADD" /></P>

oe="multipart/form-data">

<P><INPUT ty
</FORM>
{% endblock %}
TUS
PyCalculator
@ | Mysimple Caleculater x | + v - O X @ | Mysimple Caleulator x | + v - @O X
€ > C O D 127001 8 = <« CG O O 1270015000/ T » f =

TUS
My Simple Calculator

TUS
My Simple Calculator

Enter Numl: |4 4+5=9
Enter Num2: |5

ADD

TUS

PyCalculator

~$ python3 PyCalculator/init.py
* Serving Flask app 'init'
*

/127.0.0.1:5000

ebugger is activ
Debugger PIN: 764-273-319

*

127.0.0.1 - - [16/0ct/2022
127.0.0.1 - - [16/0ct/2022 01
127.0.0.1 - - [16/0ct/2022 01
127.0.0.1 - - [16/0ct/2022 01:58:34]

evelopment server

a productior

"GET / HTTP/1.1" 200 -

GET /static/images/tus_logo.jpg HTTP/1.1" 304 -
OST /answer HTTP/1.1" 200 -

"GET /static/images/tus_logo.jpg HTTP/1.1" 304 -

TUS
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Laboratory — Install a LAMP Server

* Using either a Raspberry Pi or a GNU/Linux image from an
Internet Cloud Provider build a full stack LAMP Server, include:
- Maria DB Database
- Apache Webserver
- PHP
- Perl
- Python

* Install phpMyAdmin to administrate the database
* Build a simple database

EUR ING Dr Diarmuid O Briain
Innealtéir Cairte agus
Léacht6ir Sinsearach

= ZE M e
diarmuid.obriain@tus.ie tus.ie .
Campas Maoilis, Pairc Maoilis, 3
Luimneach, V94 EC5T, Eire CEng, FIEI CISSP

Thank you
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Learning Objectives

* Install and test Apache2 Webserver

Install and test PHP
Install and test MariaDB
Install and test Perl
Install and test Python

TUS

a6



