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Preface

Software has become a strategic societal resource in the last few decades. The emergence of
Free Software, which has entered in major sectors of the Information ICT market, is
drastically changing the economics of software development and usage. Free Software —
sometimes also referred to as “Open Source” or “Libre Software” — can be used, studied,
copied, modified and distributed freely. It offers the freedom to learn and to teach without
engaging in dependencies on any single technology provider. These freedoms are considered a
fundamental precondition for sustainable development and an inclusive information society.

Although there is a growing interest in free technologies (including Free Software and Open
Standards), still a limited number of people have sufficient knowledge and expertise in these
fields. The FTA attempts to respond to this demand.

Introduction to the FTA

The Free Technology Academy (FTA) is a joint initiative from several educational institutes in
various countries. It aims to contribute to a society that permits all users to study, participate
and build upon existing knowledge without restrictions.

What does the FTA offer?

The Academy offers an online master level programme with course modules about Free
Technologies. Learners can choose to enrol in an individual course or register for the whole
programme. Tuition takes place online in the FTA virtual campus and is performed by
teaching staff from partner universities. Credits obtained in the FTA programme are
recognised by these universities. See http://ftacademy.org/courses/recognition

Who is behind the FTA?

The FTA was initiated in 2008 supported by the Life Long Learning Programme (LLP) of the
European Commission, under the coordination of the Free Knowledge Institute (FKI) and in
partnership with three European universities: Open Universiteit Nederland (The Netherlands),
Universitat Oberta de Catalunya (Spain) and University of Agder (Norway).

Since 2012 the FTA has continued hosted by the Free Knowledge Institute in collaboration
with its Partner Network and community of volunteers. http://ftacademy.org/about/partners

For who is the FTA?

The Free Technology Academy is specially oriented to IT professionals, educators, students
and decision makers.

Free Technology Academy Diarmuid O'Briain
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What about the licensing?

All learning materials used in and developed by the FTA are Open Educational Resources,
published under copyleft free licenses that allow them to be freely used, modified and
redistributed. Similarly, the software used in the FTA virtual campus and in its courses is Free
Software and is built upon an Open Standards framework.

Evolution of this book

The original course was developed by Enric Peig Olivé of the Universitat Oberta de
Catalunya (UOC) together with LibreSoft staff from the Universidad Rey Juan Carlos. Since
its publication in 2010 there have been significant changes in networking and this Second
version of the course aims to address this change.

Participation

Users of FTA learning materials are encouraged to provide feedback and make suggestions for
improvement. A specific space for this feedback is set up on the FTA website. These inputs
will be taken into account for next versions. Moreover, the FTA welcomes anyone to use and
distribute this material as well as to make new versions and translations.

See for specific and updated information about the book, http://ftacademy.org/materials/fsm/3.
For more information and enrolment in the FTA online course programme, please visit the
Academy's website: http://ftacademy.org/. I sincerely hope this course book helps you in your
personal learning process and helps you to help others in theirs. I look forward to see you in
the free knowledge and free technology movements!

Happy learning!
Wouter Tebbens

President of the Free Knowledge Institute

Diarmuid O'Briain Free Technology Academy
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1.

1.1

Networking Device

Introduction

In order to participate on this course it will be necessary to have a number of networking

devices for labs. To keep costs to a minimum I recommend the use of the versatile Raspberry

Pi. Here is a tool-kit I put together for a single networking device. I used a Raspberry Pi 2

Starter Kit which includes:

Raspberry Pi 2 Model B (Quad Core, 1GB RAM)
Sandisk Ultra Class 10 MicroSD

The PiHut UK 5V 2A Power Supply

Black Case

High-Definition Multimedia Interface (HDMI) cable
Ethernet Cable

Ethernet USB adaptors

& rompncony b
Raspberry Pi 2
it 1 103

</<C/

For the initial set-up a screen with a HDMI interface or with a HDMI - Video Graphics Array
(VGA) adaptor.

Free Technology Academy
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1.1.1 Minibian

For the networking device required for this course it is not necessary to have the full Rasbian
Operating System (OS) with graphical interface. Download the latest version of Minibian.
Minibian is a Debian based OS without a graphical interface. Install it on the MicroSD card as
follows:

$ 1s
2015-02-18-wheezy-minibian.tar.gz

$ tar -xzvf 2015-02-18-wheezy-minibian.tar.gz
2015-02-18-wheezy-minibian.img

$ 1s
2015-02-18-wheezy-minibian.img 2015-02-18-wheezy-minibian.tar.gz

Put the microSD card in a slot on your computer (may have to use an SD/microSD adaptor).
The Isblk command will show the devices on the system. The microSD card on the system is
/dev/mmcblk0.

$ 1sblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sda 8:0 0 465.8G 0 disk
sdal 8:1 0] 243M O part /boot
Esdaz 8:2 0 1K 0 part
sdab 8:5 0 465.5G 0O part
L-sda5_crypt (dm-0) 252:0 @ 465.5G 0O crypt
mint--vg-root (dm-1) 252:1 0 457.9G O lvm /
mint--vg-swap_1 (dm-2) 252:2 0 7.66 0 lvm [SWAP]
sro 11:0 1 1024M 0O rom
mmcblko 179:0 @ 59.56G 0 disk
L-mmcblkopi 179:1 0@ 59.56 O part /media/alovelace/3866-363

Unmount the device, check it is unmounted and all is ready to copy the minibian image to it.

$ sudo umount /dev/mmcblkopi

$ mount | grep mmcblkOpl
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It is a good idea to remove the default partition that is on the microSD first.

$ sudo gdisk /dev/mmcblkoe

Command (? for help): d
Using 1

Command (? for help): w

Final checks complete. About to write GPT data. THIS WILL OVERWRITE
EXISTING PARTITIONS!!

Do you want to proceed? (Y/N): Y

OK; writing new GUID partition table (GPT) to /dev/mmcblke@.

The operation has completed successfully.

Install the Minibian image to the microSD drive. Be careful to use the
device (mmcblk@) and not the partition name (mmcblkOpl).

$ sudo -s
# dd bs=4M if='2015-02-18-wheezy-minibian.img' | pv | dd of=/dev/mmcblk0

250MB 0:00:38 [9.67MB/s] [ <=> ]
99942440 records in

999424+0 records out
511705088 bytes (512 MB) copied, 63.9125 s, 8.0 MB/s

where:

e /dev/mmcblkO is the microSD Drive

* pv- allows for the monitoring of data through the pipe.

You can use a tool like gparted to realign the partitions and add SWAP space.

/dev/mmcblk0 - GParted - + X
GParted Edit View Device Partition Help

= n = .

- i J _-fdew‘mmcblkn (59.48 GiB) ¥
|

fdev/immcblkOp2
57.42 GiB
Partition File System Size Used Unused Flags
fdevimmcblkop1 .faﬂﬁ 47.71 MiB 14.31 MiB 33.40 MiB
fdevimmcblkOp2 . extd 57.42 GIiB 212GiB 55.30 GIiB
fdevimmcblkOp3 . linux-swap 2.01 GiB 0.00B 2.01 GiB

0 operations pending
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$ sudo gdisk -1 /dev/mmcblk0

GPT fdisk (gdisk) version 0.8.8

Partition table scan:
MBR: MBR only
BSD: not present
APM: not present
GPT: not present

Rk R o kb S R R I b Sk R R R S bk kS b I R o

Found invalid GPT and valid MBR; converting MBR to GPT format
in memory.

R I O R S S I S S R I S I

warning! Main partition table overlaps the first partition by 18 blocks!
Try reducing the partition table size by 72 entries.
(Use the 's' item on the experts' menu.)

warning! Secondary partition table overlaps the last partition by

33 blocks!

You will need to delete this partition or resize it in another utility.
Disk /dev/mmcblk@: 124735488 sectors, 59.5 GiB

Logical sector size: 512 bytes

Disk identifier (GUID): 5F7BE4E9-8717-4B7C-A899-BE3ECEED20EA

Partition table holds up to 128 entries

First usable sector is 34, last usable sector is 124735454

Partitions will be aligned on 16-sector boundaries

Total free space is 576 sectors (288.0 KiB)

Number Start (sector) End (sector) Size Code Name
1 16 97727  47.7 MiB 0700 Microsoft basic data
2 98304 120520703 57.4 GiB 8300 Linux filesystem
3 120520704 124735487 2.0 GiB 8200 Linux swap

Install in the Raspberry Pi and boot. On first boot it maybe necessary to do a file system check
with the fsck utility, The Raspberry Pi will look for a password. The root password on the
image is raspberry.

Give the root password for maintenance
(or type Control-D to continue): raspberry

root@raspberrypi:~# fsck

Fix<y>? yes
Reboot the device.
root@raspberrypi:~# init 6
Rasbian GNU/Linux 7 raspberrypi ttyl

raspberrypi login: root
Password: raspberry
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1.1.2 Add SWAP partition

While the SWAP partition was added to the microSD card, it is not included in the SWAP
space on the Raspberry Pi. The mkswap utility sets up a Linux swap area on a device or in a
file.

$ sudo mkswap /dev/mmchblkOp3
Setting up swapspace version 1, size = 2107388 KiB
no label, UUID=f94b3d6b-da3c-4392-b252-b4bf84b2c810

The swapon utility specifies that the /dev/mmcblkOp3 device is part of the system SWAP
space.

$ sudo swapon /dev/mmchblkop3

Confirm that the new SWAP partition has indeed been added to the available SWAP space.
$ cat /proc/swaps

Filename Type Size Used Priority
/dev/mmcblkOp3 partition 2107388 0 -1

Now make the addition of this SWAP space persistent.

$ sudo -s
# cat << FSTAB >> /etc/fstab

# Add lines to mount /dev/mmcblkOp3 as a SWAP partition on boot
/dev/mmcblkop3 nhone swap sw 0 0

FSTAB

1.1.3 Update and upgrade
Upgrade and update from the repositories.

root@raspberrypi:~# apt-get upgrade
root@raspberrypi:~# apt-get update

1.1.4  Set-up users
Change the root password from raspberry and create a working user Ada Lovelace.

root@raspberrypi:~# passwd
Enter new UNIX password: newpass
Re-enter new UNIX password: newpass

root@raspberrypi:~# useradd -m -c "Ada Lovelace" -s /bin/bash alovelace
root@raspberrypi:~# passwd alovelace

Enter new UNIX password: countess
Re-enter new UNIX password: countess
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Add Ada Lovelace to the sudoers group.

root@raspberrypi:~# apt-get install sudo

root@raspberrypi:~# vi /etc/group

Add the user alovelace to the group sudo
sudo:x:27:alovelace

1.1.5  Set-up locale
Update the keyboard if necessary.
root@raspberrypi:~# apt-get install console-data console-common kdb

An ncurses menu will be displayed. In this example I selected a British keyboard, this is
obviously different depending on the locale.

* Select Keymap from full list and click OK
* Select pc / qwerty / British / Standard / Standard and click OK

1.1.6 Set-up hostname

For the rest of this section I will describe the building of a device called NetDev01 built to
operate in the following network configuration.

Client
Computer

NetDev01

) Ethernet
Adapter

Internet

Set the device hostname as NetDev01.

root@raspberrypi:~# echo NetDev@l1l > /etc/hosthame
root@raspberrypi:~# sed -i .bak 's/raspberrypi/NetDev0l1/' /etc/hosts
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1.2 mactelnet

Hakon Nessjgen developed a GNU/Linux implementation of the MikroTik MAC Telnet
(mactelnet) tool. This tool allows for the connection to networking devices without the need
for a layer 3 Internet Protocol (IP) connection. Instead communication is via UDP packets
with MAC address used to identify the destination. It includes a MikroTik Neighbour
Discovery Protocol (MNDP) tool called mndp or mactelnet -1 which uses the mndp protocol
for the same purpose. A macping tool for confirming connectivity is also included.

1.2.1 Install mactelnet on GNU/Linux
Install the mactelnet server and client on the device.

$ sudo apt-get install mactelnet-server
$ sudo apt-get install mactelnet-client

The following tools are installed.

* mndp - A tool for discovering other RouterOS or mactelnetd devices
* mactelnet - A tool for telneting via MAC addresses

* macping - A tool for pinging other RouterOS or mactelnetd devices

1.2.2 Create user
Let's add Ada Lovelace (alovelace) to the mactelnet users file.

$ sudo vi /etc/mactelnetd.users

# Users file for MAC-Telnetd

#

HAHHH IR HAH B HHHH R HAH R R R R R R R R R
# WARNING: This file has passwords written in plain-text. #
# Make sure this file is owned and only readable by root. #

HAHHHH BB HHH B R HHHH R H AR AR H T R TR R R R
#

# Each line consists of a username and a password seperated by :.

# Usernames must be existing users from passwd.

#

# Format:

#username:password

alovelace:countess
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1.2.3 Set default IP address

Set IP Address on first interface. For the mactelnetd server to run an interface must have an IP
address though it is not needed to connect to the device.

$ sudo -s
# cat <<EOM >> /etc/network/interfaces

auto eth1i
iface ethl inet static
address 192.168.99.2
netmask 255.255.255.0
gateway 192.168.99.1

EOM

# exit

1.2.4  Running a server on your GNU/Linux Server
Run the server.

$ sudo service mactelnet-server
Usage: /etc/init.d/mactelnet-server {start|stop|status|restart|force-reload}

$ sudo service mactelnet-server start

$ service mactelnet-server status
* mactelnet-server is running

1.2.5 Accessing the server

On a client computer connected directly to the NetDev01 device install the mactelnet-client
package. This computer must be configured with a static IP address but again any will do. It is
now possible to connect to the NetDev01 device as it is on the directly connected Local Area
Network (LAN).

$ mndp
Searching for MikroTik routers... Abort with CTRL+C.

MAC-Address Identity (platform version hardware) uptime
b8:27:eb:95:47:39 NetDev@l (Linux 3.18.7-v7+ armv7l) up 0 days 0 hours

Alternatively use mactelnet -1 option.

$ mactelnet -1
Searching for MikroTik routers... Abort with CTRL+C.

MAC-Address Identity (platform version hardware) uptime
b8:27:eb:95:47:39 NetDev@l1l (Linux 3.18.7-v7+ armv7l) up @ days 0 hours
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Now macping the PC myDebian-PC.

$ sudo macping NetDevO1l
Searching for 'NetDev@1'...found

b8:27:eb:95:47:39 56 byte, ping time 0.57 ms
b8:27:eb:95:47:39 56 byte, ping time 0.51 ms
b8:27:eb:95:47:39 56 byte, ping time 0.52 ms

Connect to the device NetDev01 with the Ada Lovelace user. It is possible to specify the

username and password on the shell or simply respond to prompts given. The identity of the

server can be given as the name retrieved from the mndp or mactelnet -1 commands.

$ mactelnet NetDevOl -u alovelace -p countess
Connecting to b8:27:eb:95:47:39...done

alovelace@NetDevO1l:~$

$ mactelnet b8:27:eb:95:47:39 -u alovelace -p countess
Connecting to b8:27:eb:95:47:39...done

alovelace@NetDevO1:~$

$ mactelnet b8:27:eb:95:47:39 -u alovelace

Password: countess

Connecting to b8:27:eb:95:47:39...done

alovelace@NetDevO1l:~$

$ mactelnet b8:27:eb:95:47:39
Login: alovelace
Password: countess

Connecting to b8:27:eb:95:47:39...done

alovelace@NetDevO1l:~$

alovelace@NetDevOl1:~$ id

uid=1001(alovelace) gid=1001(alovelace) groups=1001(alovelace),0(root)

1.2.6 mactelnet frames

The see what happened a review of the frames captured on the wire below shows a

connection.

No. Time Source
1249 14.975831000 1.1.1.1

Destination
255.255.255.255

Protocol Length
MAC-Telnet 66

Info: 28:d2:44:19:83:95 > h8:27:eb:95:47:39 Direction: Client->Server Type: Start session

Frame 1249: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0

Linux cooked capture

Internet Protocol Version 4, Src: 192.168.25.155, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 1984, Dst Port: 20561

MikroTik MAC-Telnet Protocol

No. Time Source
1250 14.975904000 0.0.0.0

Destination
255.255.255.255

Protocol Length
MAC-Telnet 66

Info: b8:27:eb:95:47:39 > 28:d2:44:19:83:95 Direction: Server->Client Type: Acknowledge
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Frame 1250: 66 bytes on wire (