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Network Training Emulator

* Originally IMUNES - IP network emulator / simulator
- University of Zagreb
— Ericsson Nikola Tesla product testing

* CORE, fork of IMUNES
- Network Technology research group, Boeing
- US Naval Research Laboratory.

* NTE, fork of CORE
- NetLabs!UG
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Virtualisation

xmenu P [-J@® @ oracle VM Virtuals... Wi (20131... = 99% ¥ @ Mon Oct 14, 14:34 @

Windows 7 (20131010-Snapshot) [Running] - Oracle VM VirtualBox

Machine View Devices Help

Computer

LR A

BOsPEAL @I

HEERRG
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Install VirtualBox

* GNU/Linux
$ sudo apt—get update

$ sudo apt—-get install wvirtualbox-5.1

* Apple OS X

http://download.virtualbox.org/virtualbox/5.1.16/VirtualBox-5.1.16-113841-OSX.dmg

 Microsoft Windows

http://download.virtualbox.org/virtualbox/5.1.16/VirtualBox-5.1.16-113841-Win.exe
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Getting the netLabs!UG NTE

* NTE v2.0.0va

)debian

Version 8.7
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X-Window
architecture
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Is a portable, network-transparent window system used in
many computing platforms.

X11 is the graphical system most widely used on Unix-like
systems.

X11 had a rough start, but the 1990's saw XFree86 emerge as
the reference implementation because it was free software,
portable, and maintained by a collaborative community.

The rate of evolution slowed down plus a very controversial
license change, led to the X.org fork in 2004.

This is the current reference implementation, and Debian
Wheezy uses X.org version 7.7.

Note: From this version, X no longer creates
/etc/X11/xorg.conf configuration file.
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« Computer runs X Server (X).

» Applications are sent to the X Server defined in the $DISPLAY
variable.

« On a single machine the display is sent from the X Client to the X
ﬁefrvelr on that machine, thus the $DISPLAY Variable is :0.0 by
efault.

blue:/ # echo $DISPLAY

0.0 Hostname: blue

$ sudo set DISPLAY=blue:0.0
$ xclock
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e Client machine runs an X Server and an xterminal, connects to
the remote Server.

« On the Server the client changes the $DISPLAY variable to point to
the X Server on the client machine.

« When the xclock is called it is run on the Server computer but the
display is on the Client computer.

Client Computer
runs X Server

Server Computer
. Hostname: blue
runs X Client

$ ssh user@red
$ sudo set DISPLAY=blue:0.0

I $ xclock
Hostname: red @

3

v
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Nte@NTE-1386:~$% X -version

X.0rg X Server 1.16.4

Release Date: 2014-12-20

X Protocol Version 11, Revision 0

Build Operating System: Linux 3.2.0-4-amd64 i686 Debian

ckt20-1+deb8u3 (2016-01-17) 1686
Kernel command line: BOOT_IMAGE=/boot/vmlinuz-3.16.0-4-586
root=UUID=e48f8al4-f3cd-49a4-a064-ecf61b919ccf ro quiet
Build Date: 11 February 2015 01:14:26AM
xorg-server 2:1.16.4-1 (http://www.debian.org/support)
Current version of pixman: 0.32.6

Before reporting problems, check http://wiki.x.org

to make sure that you have the latest version.

Current Operating System: Linux NTE-1386 3.16.0-4-586 #1 Debian 3.16.7-
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SSH X11 Forwarding

192.168.1.10

xclock runs

$ ssh -X alovelace@192.168.1.10 xclock

Secure tunnel forms
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mailto:alovelace@192.168.1.10

raightrunning

ﬁ [[7] wireshark: Capture from eth1

Captured Packets
Total

SCTP

TP

upp

ICHP

ARP

e OSPF

Mplayer (<R3

? NetBIOS
1PX
Printer | AEVIYIES

Other

% of total

Mozilla

real

RealPlay 00:09:48

i @k |

Wastebin

Running

4] root@verbier.straightrunning.com: /root - SH

bturing - Wireshark

View Go Capture Analye Stafistics Help

EE- Y =N

@ 5w F F

\i” b Expression

Y Clear

o Ap

ply|

E source
623,107,195
84,176,192, 187
84,176,192, 187
62.3.107.195
62,3,107.196
212,58.227.73
84,176,192, 167
62,3,107,195
84.176.192.187
,370297  62,3.107.195
,428557  84,176,192,187
1489 545,429196 623,107,195
1490 545,593007  B4,176.192.187
1491 545702169  B4.176.192.187
1492 546,265146  62,3,107,196
1493 546,311392  212,58.227.73

Destination

64,176,192, 187
62.3.107.195
62.3,107,195
84.176.192.187
212,58,227.73
62.3,107.196
62.3,107.195
84,176,192, 187
62.3.107.195
64,176,192, 187
62.3,107.195
84,176,192, 187
62.3,107,195
62.3.107.195
212,58,227.73
62.3,107.196

. 200299
., 246049
259052

Session Edit View Bookmarks Settings Help

| 1494 547,306494  62,3,107,19 212,58.227. 73

Protocal |Info

HITP/1,1 200 OK (PNG)

64927 > 80 [ACK] Seq=7150 Ack=
GET /images/1.png HTTP/1,1
HITR/1.1 200 OK (PNG)

Echo (ping) request

Echo (ping) reply

GET / images/bg. png HTTP/1.1
HITP/1,1 200 OK (PNG)

GET /images/r.png HTTR/1.1
HITP/1,1 200 OK (PNG)

GET /inages/b.png HTTP/1,1
HITP/1,1 200 OK (PNG)

64927 > B0 [ACK] Seq=7986 Ack=
64926 > BO [ACK] Sec=7666 Acks
Echo (ping) request

Echo (ping) reply

Echo (ping) request

Kl

[root@verbier root]# wireshark

0000
0010

00 90 d@ 3b 52 cO 00 02
00 4b 00 00 40
0020 03 64 04 00 00
0030 00 00 00 00 00 75 72 63 65 73 06 72
6040 65 64 68 1 T4 6000 01 60 01 00 60

18 1b 83 08 00 45 00
5f 3e 03 6b c4 dd 17
6c 7e 7d 01 00 00 01

. s ources.r
edhat.co m

ethl: <live capture <[P 1494 D: 1454 M: 0

Shell I

‘. Q@@ D % M root@verbier straightrunning co | [ eth: Capturing - Wireshark

X About Xming

Kming 5.3.024

® 20052007 Colin Hartison
About Xming on the Web

Notes

tanual

Eonts

Kmingre

X

Beleases

Trouble?

m X sming - verbier straig... " [P} coin@chamariz, strai

ﬂ B8 carmand Prompt:

1%

PUTTY sessians
Remote@chamonix
Remote@verbier

Local@zermatt

Reload Kmingrc
Usage

Hide Root Window
Yiew Log

about ¥ming

Exit

* Windows users require an Xserver like Xming.
http://www.st

X Xming - verbier.straightrunning.com

.com/XmingNotes

konsole:
term

keontrol
wireshark
wralc
xeyes

ADMCP

Hage |

[X&PD 1240
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Import Appliance

* NTE v2.0.0va

)debian

Version 8.7
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Installing NTE VM on VirtualBox

File > Import Appliance

Import Virtual Appliance X

Appliance to import

VirtualBox currently supports importing appliances saved in the Open
Virtualization Format (OVF). To continue, select the file to import
below.

[fhom e/nte/NTE_v2.0/NTE_v2.0-386.0va ] »

| Expert Mode | < Back | Next> || Cancel |

Select the NTE v2.0-i386.ova and click Next >.
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Installing NTE VM on VirtualBox

Import Virtual Appliance X

Appliance settings

These are the virtual machines contained in the appliance and the
suggested settings of the imported VirtualBox machines. You can
change many of the properties shown by double-clicking on the items
and disable others using the check boxes below.

Description Configuration -
Virtual System 1

%3 Name NTE_v2.0-i386_1

E Guest 05 Type [{@d Debian (32-bit)

{J cru 1

¥ RAM 2048 MB

(=) DVD [x)

¥ USB Controller (] v

[E] Reinitialize the MAC address of all network cards

| Restore Defaults | |  <Back | | Import || Cancel |

Check the tickbox for “Reinitialise the MAC address of all network cards”
Select Import.
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Starting NTE VM on VirtualBox

File  Machine Help

Mew Settings Discard

o

@ @ v 2.

Oracle VM VirtualBox Manager

Start

@ General @ Preview

Mame: NTE_v2.0-i386
Operating Debian (32-bit)
System:

[x] system NTE v2.0-i386

Base Memory: 2048 MB
Boot Order: Floppy, Optical, Hard Disk
Acceleration:  VT-x/AMD-V, Nested Paging, KVM Paravirtualization

Display

Video Memary: 12 MB
Remote Desktop Server: Disabled
Video Capture: Disabled

Storage

Controller: IDE
IDE Secondary [Optical Drive] Empty
Master:
Controller: SATA
SATA Port 0: NTE_v2.0-1386-disk1.vmdk (Normal, 12.00 GB)

2 Audio
Host PulseAudio

Driver:
Controller:  ICH AC97

@ Network
Adapter  Intel PRO/1000 MT Desktop (Bridged Adapter, enx0050b66fdf40)
1

Right click on VM, Select Network
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Settings NTE VM on VirtualBox

H General Network
System
Display
G storage
(b Audio
2 ‘Network Name: | wian0 -

@ Serial Ports & Advanced

Adapter 1 | Adapter 2 | Adapter 3 | Adapter 4
[E] Enable Network Adapter

Attached to: I Bridged Adapter 'r‘

|j Shared Folders

E‘ User Interface

Help l Cancel H OK

Change Attached to: Bridged Adapter
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Running NTE
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Running NTE VM on VirtualBox =

NTE v1.0 [Running] - Oracle VM VirtualBox
File  Machine View Input Devices Help

P

el

B e & Q=i © right col

Username: nte Password: nte
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NTE_v1.0 [Running] - Oracle VM VirtualBox - + X

File  Machine View Input Devices Help

| 3 CORE (44220 on ...

CORE (449220 on NTE-i3286.obriain.com)

File Edit Canvas View Tools Widgets Session Help

zoom 100% | | |

B C) = & 0 = @ D @ (= Right cirl

Double click on NTE icon.
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Running NTE VM over SSH X11 forwarding

NTE_v1.0 [Running] - Oracle VM VirtualBox

File  Machine View Input Devices Help

| nte@NTE-i386: ~ |

4 nte@MTE-i386: ~
File Edit Tabs Help

Common Open Research Emulator

€ @ﬁ’ EE@@@R@MCUI

Get IP address with ip addr list.



Running NTE VM over SSH X11 forwarding

$ ssh -X nte@192.168.10.6

The authenticity of host '192.168.10.6 (192.168.10.6)' can't be
established.

ECDSA key fingerprint is
dd:bd:74:25:ed:4b:ea:9f:05:e4:ae:ac:3f:46:21:a4.

Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '192.168.10.6"' (ECDSA) to the list of
known hosts.

nte@192.168.10.6's password: nte

The programs included with the Debian GNU/Linux system are free
software; the exact distribution terms for each program are
described in the individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the
extent

permitted by applicable law.

Last login: Fri Feb 19 15:56:56 2016 from 192.168.10.2
nte@NTE-1386:~%
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Running NTE over SSH X11 forwarding *g“

N
W * = 4

nte@NTE-i386:~$ core-gui
Connecting to "core-daemon" (127.0.0.1:4038)...connected.

CORE (34292 on NTE-i386.obriain.com)

File Edit Canvas View Tools Widgets Session Help

[zoom 100% | \ T
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Running NTE VM headless

$ vboxmanage startvm NTE v2.0-i386 --type headless
Waiting for VM "NTE v2.0-1386" to power on...
VM "NTE v2.0-i386" has been successfully started.

$ vboxmanage showvminfo NTE v2.0-1386 | grep State
State: running (since 2016-02-19T15:46:35.817000000)

$ vboxmanage showvminfo NTE v2.0-i386 --details | grep 'NIC 1'

NIC 1: MAC: 0800279D3BDA, Attachment: Bridged Interface 'wlan@',
Cable connected: on, Trace: off (file: none), Type: 82540EM, Reported
speed: 0 Mbps, Boot priority: 0, Promisc Policy: deny, Bandwidth group:

none
$ arp

Address HWtype HWaddress Flags Mask Iface
192.168.10.4 ether 08:00:27:9d:3b:da C wlan0
smile-admin.localdomain ether t4:63:49:19:e4:82 C wlan0
192.168.10.5 (incomplete) wlan0

0800279D3BDA --> 08:00:27:9d:3b:da --> 192.168.10.4
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Running NTE VM headless

» Capture BOOTP (DHCP) response.

ob@e550:~$ sudo tshark -i ethO® -0 bootp | grep "Your (client) IP address:"
Capturing on 'wlan@'
116 Your (client) IP address: 0.0.0.0
119 Your (client) IP address: 0.0.0.0
Your (client) IP address: 192.168.88.12
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Running NTE on headless VM

$ ssh -X nte@192.168.10.6
nte@192.168.10.6's password: nte

The programs included with the Debian GNU/Linux system are free
software; the exact distribution terms for each program are
described in the individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the
extent

permitted by applicable law.

Last login: Fri Feb 19 15:56:56 2016 from 192.168.10.2
Nnte@NTE-1386:~$%
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Running NTE on headless VM

nte@NTE-i386:~$ core-gui

CORE (34292 on NTE-i386.obriain.com) - + %
Eile Edit Canvas View Tools Widgets Session Help

[k Canvasl |
|zoom 100% | | |
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Power off headless VM

$ vboxmanage list runningvms
"NTE v2.0-1386" {dc2471al-0ad44-40df-afd7-0dd38774baea}

$ vboxmanage controlvm NTE v2.0-1386 poweroff
0%...10%...20%...30%...40%...50%...60%...70%...80%...90%...100%
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Running NTE on headless VM

$ ssh -X nte@192.168.10.6
nt@192.168.10.6"'s password: nte

The programs included with the Debian GNU/Linux system are free
software; the exact distribution terms for each program are
described in the individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the
extent

permitted by applicable law.

Last login: Fri Feb 19 15:56:56 2016 from 192.168.10.2
Nnte@NTE-1386:~$%
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Building a
simple network
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Simple network

Eile

CORE (34292 on NTE-i386.0briain.com) - + X
Edit Canvas View Tools Widgets Session Help

<N@so~

ﬁg@aﬁ&u\ ..... o

<10.0.

‘*»J|_,:.-~:Can1.vasl:.:.:':':'i':':-|;
200m1l]l]%| |

Start session {3 \
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Session started

CORE (34292 on NTE-i386.cbriain.com) - + X
File Edit Canvas Wiew Tools Widgets Session Help

) convest A | ,

[2oom 100% |CPU 0% (0) | 1708M free]
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Access devices

Eile Edit Canvas View Tools Widgets Session Help

]

N

12

. C e e e
el -
LXTerminal (on NTE-i386)

<k 2O~

- 1:_0::2:0}'64_

Edit Tabs Help
11 [

ottt

e e A N S N N N S,
P e e e e e e e e e e e O e e e gy

T
t
t
t
t
t
t
t
t
t
t
t
t
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Observer tool {21

CORE (34292 on NTE-i386.obriain.com) - + X
File Edit Canvas WView Tools Widgets Session Help

IPv4 routes
—  IPv6 routes
« OSPFv2 neighbors
OSPFv3 neighbors
Listening sockets
IPv4 MFC entries
IPv6é MFC entries ] : . : . : . : . : . : . : . : . : . : . : . : . : .
firewall rules L ..... e ..... e ..... e ..... e ..... e ..... e ..... e ..... e ..... e ..... e ..... e ..... e .....
IPSec policies T S S

docker logs
OSPFv3 MDR level
PIM neighbors S S S S S A S S A DS
Edit... L ..... e ..... e ..... e ..... e ..... e ..... e ..... e ..... e ..... e ..... e ..... e ..... e .....

€2.1/24 il
e ST

| = =

ST, convest |
{n3} n3 (router): eth0:10.0.0.1/24 eth1:10.0.1.1/24 <207.0, 48.0> zoom 100% |CPU 2% (2) | 1689M free|
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File Edit Canwvas View Tools Widgets Session Help

L

..i..i..i..i..i.luiu..uél.fzﬁ, ;l“;*“:.l':.l.*r22
S 2001051 64' 3 200110764 1 s

Two-node Tool x

-Nodes
source node nl |destination node n2 | click to select nodes

. -Command line

i+ traceroute  ping |,.fu5r,.flucal,.fsbin,f\.rcmd -C ftmp/pycore.34292/nl — traceroute -n -t 0

Command results

fusr/local/sbin/vemd -c /tmp/pycore.34292/nl -- traceroute -n -t @ 10.6.2.20 iy |
traceroute to 10.8.2.20 (18.8.2.208), 30 hops max, 60 byte packets E
==

Canvasl
1 18.6.0.1 6.046 ms O.005 ms 0.003 ms

2 10.0.1.2 0.012 ms O.006 ms O.006 ms
3 10.0.2.20 0.823 ms 0.013 ms 0.010 ms

done.

bl

Run ‘ Clear ‘ Close |
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Plot tool

CORE (34292 on NTE-i386.obriain.com) - + X
File Edit Canvas Wiew Tools Widgets Session Help

...................................................................................................................................................................
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Traffic flows

& > -+

Tools -> Traffic...
Widgets -> Configure Throughput...

Eile Edit Canvas View Tools Widgets Session Help

Throughput config *x

v Show throughput label on every link
v Use exponentially weighted moving average

TN N
D 20012 /iy
| I R RETER ~Link highlighting
B s | _— . : . : . : . . . . . . .
ra Edit traffic flow — Highlight link if throuhgput exceeds this
.|| Traffic_flow_1 - o
- ~Flow configuration threshold (0 for disabled): |1 kbps
name (Traffic_flow_1 flow number |1 start time 0.0 stop time |

rsource destination
source node nl destination node n2 clear ng hhg ht link width: |15 -]

IP | [10.0.0.20 port | P | [10.0.2.20 port | Highlight color: - Color...
protocol UDP — |TOS log file|
OK

I

g @ @ Press the new button to define

~Traffic options pattern presets — |[POISSON [10.0 125]
« Do not start traffic flows aut

 Start traffic flows after all no¢ | 109 ﬁle|
Y additional MGEN parameters |

Start all flows Stop all flows | Start
Apply Cancel
e _teny | conce |
—
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Viewing throughput

CORE(47611 on NTE-i386.0briain.com) - + X
File Edit Canvas View Tools Widgets Session Help

Zoom 100% |CPU 9% (9) | 1693M free _
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Lab exercise

E8.208.1/24
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Thank You
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