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Module Objectives Amazon AWS
On completion of this module the learner will/should be able to: * Amazon Elastic Compute Cloud (EC2) delivers scalable, pay-as-
« Build a VM on AWS you-go compute capacity in the cloud.

* Amazon AWS offers Auto Scaling and Elastic Load Balancing.

* AWS has a free usage tier that can be used, for example, launch
new applications, test existing applications in the cloud, or simply
gain hands-on experience with AWS.

» EC2 offers several free basic Amazon Machine Images (AMI), the
cloud EC2 instance in this laboratory will use a Debian GNU/Linux
EC2 image.
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Create an AWS account

* Create an AWS account
- Go to http://aws.amazon.com, and then click Sign Up.
- Follow the on-screen instructions.
- Set Europe (Ireland) eu-west-1 as the preferred region.

Create a new AWS account

AWS Console

EC2

Virtua

Launch instance

OS image

* Select the Instance type drop-down
- t2.micro
- 1 virtual Central Processing Unit (vCPU)
- 1 GiB (1.07 GB) of memory.
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Secure key pair

| © Create new key pair | ‘ (O Proceed without key pair ‘

Key pair name

tus_pair |

The name can include upto 255 ASCIl characters. It can't include leading or trailing spaces.

Recents My AMIs Quick Start
Key pair type
O Rsa
Ubuntu Windows RedHat || SUSELinux || Deblan
Q RSA encrypted private and public key pair
< Browse more AMIs O Ep2ss19
ubuntu® || BfMicrosoft || @ RedHat @ ED25519 encrypted private and public key pair (Not supported for Windows instances)
suse cebian
Private key file format
Amazon Machine Image (AMI)
ge (AMI) O pem
Debian 12 (HVM), SSD Volume Type Free tier eligible For use with OpenSSH
. (xs8) /
Virtualization: hvm  ENA enabled: true _ Root device type: ebs

O .ppk

Description
Deblan 12 (20230711-1438)

Architecture

AMIID
ami-07024fbdfd1aabsa0

For use with PUTTY

Debian

cancel Create key pair
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Convert .pem (OpenSSH) to .ppk (PuTTY)

B PUTTV Key Generator ®

File Key Conversions Help

Key

Public key for pasting irto OpenSSH authorized_keys il

sshmsa -
|AAAAB3NzaC Tyc2EAARADACABAAABAQCdgBS 26dHrBvFRCDP Ge JdmJ TwpGalilhpyrS8e6DQ0CI0XaTigzR
6fEXmOo /Toks Up RVuilz/DgOX)X/OVP SLuDAbigetk Bk YmvPaCK4idu T10h0xFkQLOSb/BSq/ DIWEIZEANXD
0t4iJoq6JNasDiMOM2h92Z2X 2k Dirbo UixHT 44dkCosoocatas SX9S 12C 3HNhkfy serayPK
+mtwW770NuJoQCkEczaZk 1HN9Fp 7RYS: TMEM2HC V5 THuycyOu v

Keyfingerprint: [ssh1sa 2048 SHA256:M7wuO9eizhRGNOE Y 7kHOK FSGLYBM22ZD7 1+ Dime 1KE
Key commert: [mported-opensshkey

Key passphrase: |

Cortim passphrase: |

Actions

Generate a public/private key pair

Load an existing private key file Load
Save the generated key. Savepublickey || Savepmatekey |
R PuTTYgen Notice X

Type of keyto gene|

@RsA O55H1 FSH)

Number of bits in @ Successfully imported foreign key
(OpenSSH S5H-2 private key (ald PEM format)).

To use this key with PuTTY, you need to
use the “Save private key” command to
save it in PuTTY s own format,

Network Settings

Firewall (security groups) Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your

instance.

© Create security group

‘ ‘ () select existing security group

We'll create a new security group called 'launch-wizard-3' with the following rules:

Allow SSH traffic from

) Anywhere
Helps you connect to your instance

0.0.0.0/0

[C] Allow HTTPS traffic from the internat
To set up an endpoint, for example when creating a web server

["] Allow HTTP traffic from the internet
To set up an endpoint, for example when creating a web server
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Instance Environment

Instance
Security Group

Interne:

Root  Volume
Amazon EBS

L) e

C ) Pruatekey

‘am

Storage

o

* 30 GiB per account on the free tier

30 ‘ GIB | gp2

v ‘ Root volume (Not encrypted)

(@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage

X

Add new volume

TUS

10

12



OpenSSH connection

~$ ssh —i tus_pair.pem admin@34.255.178.209

The authenticity of host '34.255.178.209 (34.255.178.209)' can't be established.
ED25519 key fingerprint is SHA256:+acoiC5mBpGZyHVaR1+1LAQSnIUScJtmMoL4bJ+Ubjo.
This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '34.255.178.209' (ED25519) to the list of known hosts.

Linux ip-172-31-22-121 6.1.0-10-cloud-amdé64 #1 SMP PREEMPT_DYNAMIC Debian 6.1.37-1 (2023-07-
03) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
admin@ip-172-31-22-121:~$
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.ppk Keys in Padgent

Pageant Key List (o5

shrsa 2043 6d85:38b9:e20c:df{3:c532:00.72:a7 67086 imported-opensshikey.

[ ke | Remove ey |
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PuTTY connection

#R PuTTY Configuration X | | 88 putTY Configuration X
Category: Category:
[=)- Session Basic options for your PuTTY session £ Keyboard Credentials to authenticate with
i L“B‘ﬂ'”ﬂ ‘Speciy the destination you wart to connect o Lol Publicey authertication
erminal i Feat
T T Keyboard Host Name (or IP address) Port Lo Private keyfile for authentication
Bl 34.255178.208 z Appearance C0B84\tus_pair ppk
i Featues Connecion type: Behaviour Certicate to use with the pivate key (optional):
& Window ©55H OSeid OOther  Tenet ~ Translation Browse.
- Appearance Selection
Behaviour Load. save or delete a stored session Colours Phuginto provide:authertication responses
Translation p—— - Connection e ———
| G Selection Data =
¢ Colours | Proy
) Connection Defaut Settngs Load SSH
i Data T — Kex
£ Proky Save Host keys
- S5H Cipher
- Sendl Dtz £ Auth
- Tenet - Credenli | Credentials
* Rlogn GSSAPI
i suPDUP Close window on exit ind
Aways  (ONever @ Only on clean exit X1

o o
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Communication with VM
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Configure Remmina for a RDP over SSH connection

Remote Connection Profile Q
R | TUS Debian VM |
Group ‘ .
Protocol @ ROP - Remote Desktop Protocol >

. SSHTunnel
Basic | Advanced Behavior

Server [ Enable sshtwnnet | [Tulmel via loopback address ]

Username © Same server at port 22
ssH icati
o ope

Password [

Domain

Share Folder (None)

Restricted admin mode

Password hash

T ssHprivatekeyfile - X o
Left-handed mouse support | Disable smooth scrolling =) tus_debizn_user_pairpem I3

Enable multi monitor Span screen over multipler  SSH certificate file (None) =3
List monitor IDs ‘
Password to unlock private key | J
Resolution © Use initial window size
Cancel Save as Default Save Connect Save and Connect
il |
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Connection to VM Graphical interface
TUS Debian VM. _ o0 Q
S @ TusDebianvM X
o
o~
g Just
connecting H
o
o
ol o
ot
Session  [Xorg ~ -
username [debian
a—
password [ [N
] GNU/Linux
=
oK. cancel
drash)
hd (Ermipty);
.
"
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Windows RDP Client

& Remote Desktop Connection —

4| Remote Desktop
(<) Connection

Generd Display Local Resources  Experience  Advanced
Log-on settings

| Enterthe name of the remote computer.
]

Computer:  |34.255.178.209 ~

Usemame: debian|

‘You wil be asked for credentials when you connect
[0 Allow me to save credentials

Connection settings
Save the curent comnection setings to an RDPfle orcpen a
| ssved comection

Save Save As Open.
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Lesson Objectives

» Tutorial: Flowcharts and Pseudocode
* Brief History of Python ~

* Python home v

* Installing Python ~

* Running Python

» Text editors and IDLE ~

* Running Programs v

* Mathematical Operators ~

* Simple functions v
* Getting help on functions within a module

Bytecode files ~

"1us

o

=
o=z

TUS

18

20



TUS

Oliscoil Teicneolaiochta na Sionainne:
Lér Tire, An tlarthar Lair

Technological University of the Shannon:
Midlands Midwest

EUR ING Dr Diarmuid O Briain
Innealtéir Cairte agus 5 (1Y
Léacht6ir Sinsearach

TR L

diarmuid.obriain@tus.ie tus.ie .
Campas Maoilis, Pairc Maoilis, 3
Luimneach, V94 EC5T, Eire CEng, FIEI CISSP

Thank you

™ TUs

-

Exercise #1a

* Build a VM on AWS
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