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This presentation belongs to Mr. Buky Carmeli Former Directort General of Israeli CSA
Copy, Duplication, Photographic or Distribution of this presentation, all or part of it, are not allowed in any event !

Scope of Cyber Space

The Israeli cyber space refers to all processes
and digital data that belong to |Israeli
organizations, entities, companies & individuals
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Electricity company
scope Of Water, Gas and other utilities
Airport Authority

The Israeli Cyber Spa Governmental systems

and digital data Biometric storage
organizations, entities,|* More ...
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Implementation
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From a Concept to Execution

Cyber Emergency Response Team

Technology

the
Cyber Center of Israg
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From a Concept to Execution
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Synergy
|Signing Conventions|

with police
(cybercrime)

with ISA (terror CSA handles attacks,

and espionage) Police and ISA deal
with attackers

... with IDF (war and
severe situations)...
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From a Concept to

Long Term Cyber

Security
employment
program

~ 250 employees
in 24 montbhes...

Human Capital

Stimulating
competition
w/industry

Fair salary,
Challenges and

Ministry
Education
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From a Concept to Execution

Legal

Authority,
Agency

Consent or
Acknowledgment

Cyber Law

Regulation Impact
Assessment
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From a Concept to Execution

8 International
@ |Borderless world |

International
Cooperation and
Sharing are key

building

CERT-2-CERT
Agreements....
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From a Concept to Execution

Media

Utilize the media
capabilities...

...promote

awareness &
knowledge; reduce
potential panic

‘ “early accurate”
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From a Concept to Execution
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Conclusion
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Conclusion (1/2)

Technology is a growth engine; Cyber security is a

business enabler

Defending a Nation against cyber attacks vs.

traditional Data & IT security ...

Defending the Civilian space vs. Protecting classified

assets ...

2444 is not another resolution... it’s a real revolution

Be first or be best ...
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Conclusion (2/2)

We don’t have a Cyber-Law ; and if we had ... ?

Involvement of government in private market ... is

there any relative edge ?

From operational standpoint, focusing on critical -

and critical only — bodies

From knowledge and data viewpoints, apply market

with best knowledge, information and methodologies

From requlation standpoint, regulate certification

and services
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Thank you !
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