
PGDip / MSc
in

Industrial Cybersecurity and Critical Infrastructure

Overview

• Qualification: PG Dip in Industrial Cybersecurity and Critical 
Infrastructure

• Award Type: NFQ Level 9

• Schedule: 1 Academic Year Full-time (September - May)

• Qualification:          MSc in Industrial Cybersecurity and Critical Infrastructure

• Award Type: NFQ Level 9

• Schedule: 1 Year Full-time (September - September)

Overview

• Requirements for admittance to programme
• A relevant level 8 degree

• A relevant level 7 degree with sufficient relevant industrial experience
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Industrial Control Systems
Advanced Industrial Automation

Programming I and II

• Python Language

• Object Oriented Programming

• Networking Python

• Network Automation

• Automation Framework

• RESTful API

• Network Reconnaissance

• Capstone Project



Industrial Networks I & II

• Compare enterprise and 
industrial ethernet

• IPv4 and IPv6

• Verify correct operation & fault 
find on IACS networks

• Network protocols, problem 
solving, security and 
communications

• IEEE 802.11x

Foundations, Structures and Controls of 
Cybersecurity Operational Technology 
(OT) Security and Architecture

• OT cybersecurity (OTSec) threat models

• OTSec Management solutions 

• Implement holistic models based on international 
standards

• Meet EU and national legislation to ensure 
compliance and best practice

• Motivations, methodologies, risk and vulnerability 
assessment for OTSec

• Develop Incident Response Plans for OT 
environments 

• Table-top immersion exercises.

Work-based Project & Professional 
Development
Ms Claire O’Donoghue
• Critically review and analyse a complex problem 

and develop a solution with consideration to 
business, commercial and ethical requirements.

• Plan, design and implement a project from initial 
problem definition to the presentation of 
results.

• Critically evaluate relevant data and information 
from a variety of sources and draw relevant 
conclusions.

• Develop and present a business case for a 
technical solution within a work-based 
environment.

• Demonstrate professional self-awareness, 
reflection, develop a professional development 
plan and apply professional skills to the 
acquisition of suitable employment.

Research methods and the dissertation

• Research methods module is a 
pre-requisite for being eligible to 
commence the dissertation.

• Presentations x 2 throughout 
semester 2.

• Viva will be required after 
submission of dissertation. You 
will need to defend your 
submission. 


