Topic 6

ISMS Architecture, Regulatory Audits &
Forensic Readiness

o o~*lo L P

Dr Diarmuid O Briain
Version: 1.0

Ollscoil
Teicneolaiochta
an Oirdheiscirt

South East
Technological
University




setu.ie | 6-2 Foundations, Structures and Controls of Cybersecurity

Copyright © 2026 C2S Consulting

Licenced under the EUPL, Version 1.2 or — as soon they will be approved by the European
Commission - subsequent versions of the EUPL (the "Licence");

You may not use this work except in compliance with the Licence.
You may obtain a copy of the Licence at:

https://joinup.ec.europa.eu/sites/default/files/custom-page/attachment/eupl_v1.2_en.pdf

Unless required by applicable law or agreed to in writing, software distributed under the
Licence is distributed on an "AS IS" basis, WITHOUT WARRANTIES OR CONDITIONS OF
ANY KIND, either express or implied.

See the Licence for the specific language governing permissions and limitations under
the Licence.

Dr Diarmuid O Briain

CISSP*

Carlow Topic 6 - ISMS, Regulatory Audits & Forensic Readiness 09 Jul 2026



Foundations, Structures and Controls of Cybersecurity setu.ie | 6-3

Table of Contents

O L =T o ()Y 4
728 1010 o [0 o £ o o TN 4
3 The Architecture of ISO/IEC 27001........c.cccccuunnssnmmmmmmmmmmsssssmsmmmmssssssssssmssssssss 5
3.1 Annex SL High-Level Structure (HLS) Clauses 4 through 10..........cccooeiiiiiiiiiiinnnns 5
3.2 Annex A Security CONrol POINES..........oiiiiiiiiiiieice e 9
4 ISMS Lifecycle & Implementation Strategy........ccccunninnsmmmnnsmmnnnnssssssmmn.. 18
I o] (=T o B = o PP PP PP PPPPPPPPPPPP 18
4.2 Operational REATINESS. ........ccouuiiiiiiiiiee e e e e e 26
5 The Auditing LIifeCYCle......ccuiiimiiiiiiiiiiinssnssnsssrrnesseesseeee e 30
5.1 Foundations of Management System AUAItiNg...........oooourmiiiiieeiiniiieee e 30
5.2 Specialising for Information Security AUAITS...........coovriiiiiiiiiiiiiieieee e 31
5.3 Executing Internal AUAItS............oovviiiiiiii 31
5.4 The External Third-Party Audit ProCESS.......ccoeeiiiiiiiiiiiicireeiin e 32
6 Critical Infrastructure & Liability Law.........cccccmmmiminnniiinsmmmmssssssnnnnne. 35
6.1 Liability, Negligence, and DUE Care............ccccuuiuiiiiiiiiieeeeie s 35
6.2 CNI Compliance & Cross-Border INitiatives............cccccvvuuiiueiiiniiiiiiiiiiiniiniiinnennnennn, 36
7 Forensic Evidence & Incident Investigations........ccccveececemeiccccsnnnnnineesnsseseennnees 45
7.1 Collection of Digital Evidence & Chain of Custody.........ccccceevvieiiiiiiiiii e, 45
8 Bibliography.......ccccceiiiiisrrr s —————— 49

Table of Figures

FIgure 1: EXAmMPIE CPS. ..ottt e e e e e e e e e 11
Figure 2: ISO/IEC Implementation PrOJECT.............uuiiiiiiiiiiiiiiiieiee e 19
Figure 3: NegligenCe.........oooi i 36
Figure 4: SANS Incident Management StageS......ccccccuurueieriiiiiiiiiiieeeeeeeeeeeereeeeeeeeeaaeaaaaeas 45
Figure 5: InCident MaNagEIMENT..........coiiiiiiiiiiiiee et e s e e e 46

Index of Tables

Table 1: ISO/IEC 27001 Kick-off meeting suggested qUESEIONS............ccoevvveviiiiiiiinnnnns 21
Table 2: ISO/IEC 27001 Readiness ChecCkKIiSt............ccovveiiiiiiiiiiiiic e 23
Table 3: The Law Fighting CyDercrime..........cooi oo iiieiiii et 43
Table 4: SANS Incident ResSponse Framework............cccuvueiiieoiiiiiiiieeee e 45

09 Jul 2026 Topic 6 - ISMS, Regulatory Audits & Forensic Readiness Carlow



setu.ie | 6-4 Foundations, Structures and Controls of Cybersecurity

1 Objectives

By the end of this topic, you will be able to:

Analyse the Core Architecture of ISO/IEC 27001[1] and the structural
relationship between the Annex SL High-Level Structure (Clauses 4-10) and
the operational security controls of Annex A.

Describe the end-to-end strategy for transitioning an Information Security
Management System from initial project planning to operational readiness,
culminating in internal reviews and formal Stage 1 and Stage 2 external
certification audits.

Differentiate between the foundational management auditing principles of ISO
19011[2] and the specialised cybersecurity requirements of ISO/IEC 27007[3]
to evaluate how compliance evidence is gathered and verified.

Explain the intersection of cybersecurity with liability law, Critical National
Infrastructure (CNI) regulations, and the foundational requirements for
preserving a strict chain of custody during digital forensic evidence collection.

2 Introduction

This topic explores the practical architecture and lifecycle of the ISO/IEC 27001
standard, detailing how strategic governance mandates translate into verifiable
operational controls. Participants will navigate the end-to-end journey of an
Information Security Management System (ISMS), from initial project implementation
to the rigorous verification mechanisms of internal and external audits governed by
ISO/IEC 27007 and 1SO 19011. Finally, the topic examines how corporate compliance
intersects with the high-stakes demands of liability law, CNI mandates, and digital
forensic investigations.

Carlow
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3 The Architecture of ISO/IEC 27001

The ISO/IEC 27000-series, the Information Security Management System (ISMS)
Family of Standards (ISO/IEC 27000) comprises information security standards
published jointly by the ISO and the International Electrotechnical Commission (IEC).
These two organisations work together to create international standards for
Information and Communication Technologies (ICT). The standards are managed
under a joint technical committee.

The ISO/IEC 27000-series provides best practice recommendations on information
security management, risks and controls within the context of an overall ISMS.

This series consists of two main standards, ISO/IEC27001 and ISO/IEC 27701, and
many more guideline documents offering assistance for the implementation,
maintenance and auditing of ISMS.

* |SO/IEC 27000 ISMS — Overview and vocabulary [4]

* |SO/IEC 27001 ISMS — Cybersecurity and Privacy Protection [1]

* |SO/IEC 27002 ISMS — Information Security Controls [5]

* |SO/IEC 27003 ISMS — implementation guidance [6]

e ISO/IEC 27004 ISMS — Monitoring, measurement, analysis and evaluation [7]

* |SO/IEC 27005 Guidance on managing information security risks [8]

* |SO/IEC 27006 Requirements for bodies providing audit and certification of ISMS [9]

* |ISO/IEC 27001 Guidelines for information security management systems auditing[3]

* |SO/IEC 27035 Incident Management [10], [11], [12], [13]

* |SO/IEC 27701 Security techniques — Extension to ISO/IEC 27001 and ISO/IEC
27002 for privacy information management — Requirements and guidelines [14]

This topic will focus on ISO/IEC 27001 [1] which documents what shall be done and
ISO/IEC 27002 which documents should be done, so download a copy of each from
the NSAI database on the university library. Additionally, ISO/IEC 27701 is an
additional standard that is an extension to an existing certified ISO/IEC 27001
organisation. This standard gives additional certification in the area of Privacy
Information Management.

3.1 Annex SL High-Level Structure (HLS) Clauses 4 through 10

ISO created an Annex SL, a common framework and structure used in the
development of many ISO standards. It provides a standardised structure, core text,
and common terms and definitions for various 1SO standards, making them more
aligned and easier to implement together. Annex SL consists of of ten clauses:

* Clause 1 Scope

* Clause 2 Normative References

* Clause 3 Terms and Definitions

* Clause 4 Context of the Organisation
* Clause 5 Leadership

+ Clause 6 Planning

09 Jul 2026 Topic 6 - ISMS, Regulatory Audits & Forensic Readiness Carlow
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Clause 7 Support

Clause 8 Operation

Clause 9 Performance Evaluation
Clause 10 Improvement.

3.1.1 Scope

Clause 1, Scope, defines the purpose and applicability of the ISO/IEC 27001
standard. It states that the document specifies the requirements for establishing,
implementing, maintaining, and continually improving an ISMS. The requirements are
generic and applicable to all organisations, regardless of their type, size, or nature. It
explicitly states that all requirements in Clauses 4 through 10 must be met for an
organisation to claim conformity.

3.1.2 Normative References

Clause 2, Normative References, lists the other standards that are essential for the
application of this document. It specifically refers to ISO/IEC 27000:2018 [4], which
provides an overview and vocabulary for information security management systems.
The content of this referenced document constitutes a requirement of ISO/IEC 27001.

3.1.3 Terms and Definitions

Clause 3, Terms and Definitions, states that the terms and definitions used are
provided in ISO/IEC 27000 [4]. It also directs users to the ISO Online Browsing
Platform (OBP) [www.iso.org/obp/ui] and the IEC Electropedia [www.electropedia.org]
for further terminology.

3.1.4 Context of the Organisation

Clause 4, Context of the Organisation, requires an organisation to understand its
internal and external context. It is divided into four sub-clauses:

4.1 Understanding the organisation and its context: The organisation must
determine external and internal issues that are relevant to its purpose and
affect its ability to achieve the intended outcomes of its ISMS.

4.2 Understanding the needs and expectations of interested parties: The
organisation must identify interested parties relevant to the ISMS, their
requirements, and which of those requirements will be addressed by the
ISMS.

4.3 Determining the scope of the information security management
system: The organisation must define the boundaries and applicability of the
ISMS, considering the issues from 4.1 and requirements from 4.2. This scope
must be documented.

4.4 Information security management system: The organisation is required

to establish, implement, maintain, and continually improve an ISMS in
accordance with the standard's requirements.

Carlow

Topic 6 - ISMS, Regulatory Audits & Forensic Readiness 09 Jul 2026



Foundations, Structures and Controls of Cybersecurity setu.ie | 6-7

3.1.5 Leadership

Clause 5, Leadership, emphasises the crucial role of senior management in the
ISMS. It is divided into three sub-clauses:

5.1 Leadership and commitment: Senior management must demonstrate
leadership by ensuring the Information Security Policy (ISP) and objectives
align with the organisation's strategic direction, providing necessary resources,
and promoting continual improvement and conformity.

5.2 Policy: Senior management must establish an ISP that is appropriate for
the organisation's purpose, includes a commitment to continual improvement,
and is communicated and available to interested parties.

5.3 Organisational roles, responsibilities and authorities: Senior
management must assign and communicate responsibilities and authorities for
roles related to information security, including ensuring the ISMS conforms to
the standard and reporting its performance.

3.1.6 Planning

Clause 6, Planning, outlines the planning process for the ISMS. It is divided into three
sub-clauses:

6.1 Actions to address risks and opportunities: The organisation must
determine and plan actions to address risks and opportunities identified in the
context of the organisation, ensuring the ISMS can achieve its intended
outcomes and continually improve. This includes defining an information
security risk assessment process (6.1.2) and an information security risk
treatment process (6.1.3).

* 6.1.2 Information security risk assessment: The organisation must
define and apply a process to identify, analyse, and evaluate
information security risks. This process must be documented and
include risk acceptance criteria.

* 6.1.3 Information security risk treatment: The organisation must
define and apply a process to select appropriate risk treatment options,
determine necessary controls, and produce a Statement of Applicability
(SoA) that justifies the inclusion and exclusion of controls from Annex
A. A risk treatment plan must be formulated and approved.

6.2 Information security objectives and planning to achieve them: The
organisation must establish measurable information security objectives that
are consistent with the policy and take into account risk assessment results.
The organisation must also plan how to achieve these objectives, defining
what will be done, what resources are needed, who is responsible, and how
the results will be evaluated.

6.3 Planning of changes: Any changes to the ISMS must be carried out in a
planned manner.

09 Jul 2026
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3.1.7 Support

Clause 7, Support, details the resources and support required for the ISMS. It is
divided into five sub-clauses:

7.1 Resources: The organisation must provide the resources needed to
establish, implement, maintain, and continually improve the ISMS.

7.2 Competence: The organisation must determine the necessary
competence for personnel, ensure they are competent based on education,
training, or experience, and retain documented information as evidence of this
competence.

7.3 Awareness: Personnel must be aware of the ISP, their contribution to the
ISMS's effectiveness, and the implications of non-conformity.

7.4 Communication: The organisation must determine the needs for internal
and external communications relevant to the ISMS, including what, when, with
whom, and how to communicate.

7.5 Documented information: This clause covers the requirements for
creating, updating, and controlling documented information necessary for the
ISMS. This includes documents required by the standard and those
determined by the organisation as necessary for effectiveness.

3.1.8 Operation

Clause 8, Operation, focuses on the day-to-day operational aspects of the ISMS. It is
divided into three sub-clauses:

8.1 Operational planning and control: The organisation must plan,
implement, and control the processes needed to meet requirements and
implement the actions planned in Clause 6. This includes controlling planned
changes, reviewing unintended changes, and controlling externally provided
processes.

8.2 Information security risk assessment: The organisation must perform
information security risk assessments at planned intervals or when significant
changes occur. The results must be retained as documented information.

8.3 Information security risk treatment: The organisation must implement
the information security risk treatment plan and retain documented information
of the results.

3.1.9 Performance Evaluation

Clause 9 addresses how an organisation monitors, measures, analyses, and
evaluates its ISMS. It is divided into three sub-clauses:

9.1 Monitoring, measurement, analysis and evaluation: The organisation
must determine what needs to be monitored and measured, and how, when,
and by whom this will be done. The results must be documented, and the
organisation must evaluate the information security performance and the
effectiveness of the ISMS.

9.2 Internal audit: The organisation must conduct internal audits at planned
intervals to verify that the ISMS conforms to its own requirements and the

Carlow

Topic 6 - ISMS, Regulatory Audits & Forensic Readiness 09 Jul 2026



Foundations, Structures and Controls of Cybersecurity setu.ie | 6-9

requirements of ISO/IEC 27000 and is effectively implemented. An audit
programme must be established and documented.

* 9.3 Management review: Senior management must review the ISMS at
planned intervals to ensure its continuing suitability, adequacy, and
effectiveness. The review must consider various inputs, such as feedback,
audit results, and performance trends. The results, including decisions on
continual improvement, must be documented.

3.1.10 Improvement

Clause 10 focuses on the organisation's commitment to improvement. It is divided
into two sub-clauses:

* 10.1 Continual improvement: The organisation is required to continually
improve the suitability, adequacy, and effectiveness of the ISMS.

* 10.2 Nonconformity and corrective action: When a nonconformity occurs,
the organisation must react to it, take action to control and correct it, and
evaluate the need for further action to prevent its recurrence. Corrective
actions must be appropriate to the effects of the nonconformities, and
documented information must be retained as evidence.

3.2 Annex A Security Control Points

The ISO/IEC 27001:2022 standard Annex A categorises information security controls,
Control Points (CP), into four main themes: Organisational, People, Physical, and
Technological. These CPs are designed to protect an organisation's information
assets by addressing various aspects of security.

* Organisational: controls focus on the organisation's structure, processes, and
procedures, and how they can be used to protect information assets.

* People: controls focus on the people who work for the organisation, and how
they can be a source of security risk or protection.

* Physical: controls focus on the physical security of the organisation's
premises and assets, and how they can be used to protect information assets.

* Technological: controls focus on the organisation's technology, and how it
can be used to protect information assets.

While CPs are not mandatory within 1SO27001:2022, they are considered to be best
practices for information security. Organisations can choose to implement the controls
that are most appropriate for their needs and risk profile.

These CPs are a comprehensive set of security measures that organisations can
implement to protect their information assets. By implementing these controls,
organisations can reduce their risk of a security incident and protect their business-
critical information. Figure 1 lists some of the more common CP groupings from
ISO/IEC 27000:2022.

09 Jul 2026 Topic 6 - ISMS, Regulatory Audits & Forensic Readiness Carlow
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Organisational * Governance, Policy and Management Responsibilities
* External Collaboration and Threat Management
Controls * Information and Asset Management

* Incident Management and Business Continuity

* Legal, Compliance and Data Protection

* Secure Hiring and Onboarding
People * Awareness, Training and Performance
Controls * Remote Work and Off-boarding

. * Physical Access and Perimeters
Phy5|ca| * Threat and Environmental Protection
Controls * Asset Management and Use

* Equipment Lifecycle and Disposal

Technological * Access Control and Authentication

Controls * Data Protection and Resilience

* System and Infrastructure Management

* Network Security

* Secure Development and Change Management

Figure 1: Example CPs

Considering the key CPs from Figure 1:

3.2.1

Organisational Controls

Organisational CPs (Clause 5) relate to the overall structure, policies, and processes
an organisation puts in place to manage information security. They define the how
and why of security practices across the entire entity.

Governance, Policy and Management Responsibilities
(A5.1, A5.2, A5.3, A5.4, A5.35, A5.36, A5.37)

o This group of controls establishes the overarching structure and mandate for
information security within the organisation.

o ISP and Governance: Define, approve, publish, and regularly review a
comprehensive ISP and topic-specific policies. Clearly define and allocate
information security roles, responsibilities, and authorities across the
organisation, ensuring segregation of conflicting duties. Management is
explicitly responsible for enforcing these policies.

o Independent Review and Compliance: Conduct independent reviews of the
organisation's approach to information security (including people, processes,
and technologies) at planned intervals or when significant changes occur.
Regularly review compliance with established policies, rules, and standards.

o Documented Procedures: Ensure operating procedures for information
processing facilities are documented and readily available to relevant
personnel.

Carlow
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* External Collaboration and Threat Management
(A5.5, A5.6, A5.7, A5.19, A5.20, A5.21, A5.22, A5.23)

o

These controls address managing relationships with external entities and
proactively understanding the threat landscape.

External Liaisons: Establish and maintain contact with relevant authorities
(e.g., law enforcement, regulatory bodies) and special interest groups (e.g.,
security forums, professional associations) to stay informed and collaborate
on security matters.

Threat Intelligence: Collect and analyse information on information security
threats to produce actionable threat intelligence, aiding in proactive defence.

Supplier and Cloud Security Management: Define and implement robust
processes and procedures to manage information security risks associated
with all external supplier relationships, including the ICT supply chain and the
use of cloud services. This encompasses establishing security requirements
in agreements, and continuously monitoring, reviewing, and managing
changes in supplier security practices.

* Information and Asset Management
(A5.8, A5.9, A5.10, A5.11, A5.12, A5.13, A5.14, A5.15, A5.16, A5.17, A5.18)

@]

This section focuses on the systematic identification, classification, use, and
control of information and other associated assets.

Asset Inventory and Acceptable Use: Develop and maintain a
comprehensive inventory of information and all associated assets, including
their owners. Define and implement rules for the acceptable use and handling
procedures for all information and assets.

Asset Return: Establish procedures for personnel and other interested
parties to return all organisational assets upon changes to or termination of
their employment, contract, or agreement.

Information Classification and Labelling: Classify information based on
Confidentiality, Integrity, Availability (CIA), and relevant interested party
requirements, and implement appropriate labelling procedures in accordance
with the classification scheme.

Information Transfer: Establish rules, procedures, or agreements for all
types of information transfer, both internal and external, to ensure secure
handling.

Access Control and Identity Management: Establish and implement rules
for controlling physical and logical access to information and associated
assets based on business and security needs. Manage the full lifecycle of
identities and control the allocation and management of authentication
information. Access rights must be provisioned, reviewed, modified, and
removed according to policy.

Information Security in Projects: Integrate information security
considerations into all phases of project management to ensure security
requirements are identified and addressed from the outset.

09 Jul 2026
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Incident Management and Business Continuity
(A5.24, A5.25, A5.26, A5.27, A5.28, A5.29, A5.30)

o

These controls ensure the organisation is prepared to respond to and recover
from security incidents and disruptions.

Incident Management Planning and Response: Plan and prepare for
managing information security incidents by defining roles, responsibilities, and
processes for identification, assessment, decision-making (categorising
events as incidents), and responding in accordance with documented
procedures.

Learning and Evidence Collection: Utilise knowledge gained from security
incidents to strengthen and improve controls. Establish procedures for
identifying, collecting, acquiring, and preserving evidence related to
information security events for forensic analysis.

Disruption and Business Continuity (BC): Plan how to maintain information
security at an appropriate level during disruptive events. Ensure ICT
readiness is planned, implemented, maintained, and tested based on BC
objectives and ICT continuity requirements.

Legal, Compliance and Data Protection
(A5.31, A5.32, A5.33, A5.34)

o

This group covers the organisation's commitment to meeting legal, regulatory,
and contractual obligations.

Compliance Requirements: l|dentify, document, and keep up-to-date all
legal, statutory, regulatory, and contractual requirements relevant to
information security, along with the organisation's approach to meeting them.

Intellectual Property and Records: Implement appropriate procedures to
protect intellectual property rights and ensure records are protected from loss,
destruction, falsification, unauthorised access, and unauthorised release.

Privacy and Personally Identifiable Information (PII) Protection: Identify
and meet requirements regarding the preservation of privacy and protection
of Pll according to applicable laws, regulations, and contractual requirements.

3.2.2 People Controls

People CPs (Clause 6) focus on the human factor in information security, ensuring
that employees and other individuals (e.g., contractors) who interact with information
are aware of their responsibilities and act securely.

Secure Hiring and Onboarding

(A6.1, A6.2, A6.6)

o This group of controls focuses on establishing a secure foundation for
personnel from the point of entry into the organisation.

o Screening and Due Diligence: Conduct background verification checks
on all candidates prior to employment, and on an ongoing basis where
appropriate. These checks must consider applicable laws, regulations, and

Carlow
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ethics, and be proportionate to the business requirements, information
classification, and perceived risks associated with their role.

Contractual Security Obligations: Ensure that employment contracts
and agreements clearly state both the personnel's and the organisation's
responsibilities for information security.

Confidentiality Agreements: Identify, document, and obtain signed
confidentiality or non-disclosure agreements from personnel and other
relevant interested parties. These agreements should reflect the
organisation’s specific needs for protecting confidential information.

Awareness, Training and Performance
(A6.3, A6.4, A6.8)

o

These controls cover the ongoing development of security awareness and
the mechanisms for managing security performance and reporting.

Security Awareness, Education and Training: Provide appropriate and
regular information security awareness, education, and training to all
personnel and relevant interested parties. This includes updates on the
organisation's ISP, topic-specific policies, and procedures relevant to their
job functions.

Disciplinary Process: Formalise and communicate a clear disciplinary
process to take appropriate action against personnel or other interested
parties who violate information security policies. This ensures
accountability and helps deter non-compliance.

Security Event Reporting: Establish and provide a clear mechanism
(e.g., a dedicated channel, contact person) for personnel to report
observed or suspected information security events (e.g., vulnerabilities,
policy breaches, suspicious activities) in a timely manner. This fosters a
proactive security posture.

Remote Work and Off-boarding
(A6.5, A6.7)

o

This group addresses security considerations for flexible work
arrangements and the secure exit of personnel.

Responsibilities Post-Employment Change: Clearly define, enforce, and
communicate information security responsibilities and duties that remain
valid even after the termination or change of employment, contract, or
agreement (e.g., ongoing confidentiality obligations).

Remote Working Security: Implement specific security measures when
personnel are working remotely (outside the organisation's premises) to
protect information accessed, processed, or stored in these environments.
This includes ensuring secure connectivity, device protection, and
adherence to security policies in non-controlled locations.

09 Jul 2026
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3.2.3 Physical Controls

Physical CPs (Clause A) are designed to protect an organisation's physical premises,
equipment, and information assets from physical threats, unauthorised access,
damage, or theft.

Physical Access and Perimeters
(A7.1, A7.2, A7.3, A7.4)

o

Define and Protect Security Perimeters: Establish clear physical
boundaries and secure zones (e.g., fences, building entrances, data centre
rooms) to protect areas containing information assets.

Control Physical Entry: Implement strict entry controls at all access
points to secure areas using methods like access control systems (card
readers, biometrics), security personnel, and visitor management
procedures.

Secure Offices and Facilities: Ensure that individual offices, rooms, and
facilities are physically secure with robust doors, windows, and alarm
systems.

Monitor Physical Access: Continuously monitor premises for
unauthorised physical access using CCTV, intrusion detection systems,
and regular security patrols, with clear alarm response protocols.

Threat and Environmental Protection
(A7.5, A7.11, A7.12)

o

Protect Against Threats: Implement measures to protect physical
infrastructure and assets from physical and environmental threats,
including natural disasters (e.g., fire suppression, flood prevention), power
failures (e.g., Uninterruptible Power Supply (UPS), generators), and other
intentional/unintentional damage.

Secure Supporting Utilities and Cabling: Protect essential utilities
(power, cooling, comms) from disruption and ensure cables carrying power
or data are physically secured against interception, interference, or
damage.

Asset Management and Use
(A7.6, A7.7, A7.8, A7.9, A7.10)

o

Secure Working and Siting: Design and enforce security measures for
working within secure areas, including protocols for handling sensitive
information. Ensure equipment is securely sited, protected, and positioned
to prevent unauthorised viewing.

Clear Desk and Screen Policies: Enforce rules to ensure sensitive
documents and data are not left visible or accessible on desks or screens
when unattended.

Protect Off-Premises Assets: Implement controls to protect information
assets when they are taken outside the main premises, covering physical
protection, remote wiping capabilities, and secure transportation.

Carlow
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@]

Manage Storage Media Lifecycle: Securely manage all storage media
(acquisition, use, transport, storage, and disposal) according to data
classification and handling requirements.

Equipment Lifecycle and Disposal
(A7.13, A7.14)

o

Maintain Equipment: Ensure all equipment is correctly maintained to
guarantee the CIA of information, with maintenance performed by
authorised personnel under secure conditions.

Secure Disposal/Re-use: Verify that all sensitive data and licensed
software are securely removed or overwritten from equipment containing
storage media before disposal or re-use, using certified methods to
prevent data recovery.

3.2.4 Technological Controls

Technological CPs (Clause 8) involve the use of hardware and software solutions to
protect information systems and data. They are the technical implementations of an
organisation's security policies.

Access Control and Authentication
(A8.2, A8.3, A8.4, A8.5, A8.18)

o

This group ensures that only authorised individuals and processes can
access information and systems, with strong verification methods.

Restrict and Manage Access: Implement strict controls on physical and
logical access to information and associated assets based on business
and security needs. This includes granular restrictions on information
access and tightly managed allocation and use of privileged access rights.
Specific attention is given to managing read and write access to sensitive
assets like source code, development tools, and software libraries.

Secure Authentication: Implement robust secure authentication
technologies and procedures, aligning with access restrictions and
policies.

Control Utility Programs: Restrict and tightly control the use of privileged
utility programs that can bypass system and application controls.

Data Protection and Resilience
(A8.1, A8.7, A8.10, A8.11, A8.12, A8.13, A8.14, A8.24)

o

These controls focus on safeguarding data throughout its lifecycle and
ensuring system availability.

Endpoint and Malware Protection: Protect information stored on,
processed by, or accessible via user end point devices. Implement
comprehensive protection against malware across all systems, supported
by user awareness.

Data Lifecycle Security: Ensure information deletion from systems,
devices, or storage media when no longer required. Apply data masking

09 Jul 2026
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techniques (e.g., anonymisation, pseudonymisation) for sensitive data in
non-production environments or specific use cases. Implement data
leakage prevention measures on systems, networks, and devices handling
sensitive information.

o Backup and Redundancy: Maintain backup copies of information,
software, and systems, regularly testing them. Implement sufficient
redundancy of information processing facilities to meet availability
requirements.

o Cryptography Use: Define and implement rules for the effective use of
cryptography, including robust cryptographic key management, to protect
data at rest and in transit.

* System and Infrastructure Management
(A8.6, A8.8, A8.9, A8.15, A8.16, A8.17, A8.19)

o This category covers the ongoing management, monitoring, and
maintenance of the IT infrastructure.

o Capacity and Configuration Management: Monitor and adjust resource
use in line with current and expected capacity requirements. Establish,
document, implement, monitor, and review configurations (including
security configurations) of hardware, software, services, and networks.

© Vulnerability and Software Management: Obtain information about
technical vulnerabilities of in-use information systems, evaluate exposure,
and take appropriate measures. Implement secure procedures and
measures for installation of software on operational systems.

o Logging and Monitoring: Produce, store, protect, and analyse logs that
record activities, exceptions, faults, and other relevant events. Monitor
networks, systems, and applications for anomalous behaviour and take
appropriate actions to evaluate potential information security incidents.

o Clock Synchronisation: Synchronise the clocks of information processing
systems to approved time sources for accurate logging and forensics.

* Network Security
(A8.20, A8.21, A8.22, A8.23)

o These controls are specific to securing the organisation's network
environment.

o Network Security and Services: Secure, manage, and control networks
and network devices to protect information in systems and applications.
Identify, implement, and monitor security mechanisms, service levels, and
requirements for network services.

o Network Segregation and Filtering: Segregate groups of information
services, users, and information systems within the organisation's
networks to contain potential breaches. Manage access to external
websites (web filtering) to reduce exposure to malicious content.
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Secure Development and Change Management
(A8.25, A8.26, A8.27, A8.28, A8.29, A8.30, A8.31, A8.32, A8.33, A8.34)

o

This comprehensive section covers security throughout the software and
system development lifecycle and changes to IT environments.

Secure Development Lifecycle (SDLC): Establish and apply rules for the
secure development life cycle of software and systems. Identify, specify,
and approve application security requirements when developing or
acquiring applications. Establish, document, and apply secure system
architecture and engineering principles to all development activities. Apply
secure coding principles to software development.

Testing and Environments: Define and implement security testing
processes within the development life cycle, including testing in
development and acceptance phases. Ensure development, testing, and
production environments are separated and secured. Test information
shall be appropriately selected, protected, and managed.

Outsourced Development: Direct, monitor, and review all activities
related to outsourced system development to ensure security requirements
are met.

Change Management and Audit Testing: Subject changes to information
processing faciliies and information systems to formal change
management procedures. Plan and agree audit tests and other assurance
activities involving operational systems between the tester and appropriate
management to minimise impact and risk.

3.2.5 Key Characteristics of a Control Point

By implementing appropriate CPs, organisations can reduce their risk of a security
incident and protect their information assets. Key characteristics of CPs in
1ISO27001:2022 are:

Relevance to the specific risk that it is intended to mitigate.

Measurable, so that the organisation can assess its effectiveness.

It should be affordable and achievable for the organisation.

It should be integrated with other controls in the organisation's ISMS.
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Figure 2: ISO/IEC Implementation Project

Implementing ISO/IEC 27001 is a major organisational project that requires senior
management support and sponsorship. It requires a mindset change right down
through the organisation that is driven by senior management. The process illustrated
in Figure 2 provides a high level project plan.

4.1 Project Plan

4.1.1 Obtain Senior Management Support

4.1.1.1 Identify and Quantify Business Risks
Identify the specific information security risks that threaten the organisation's mission
and translate these risks into potential business impacts. This could include a data
breach and its financial cost in fines and legal fees, the potential damage to the
company's brand and market share, or the financial and operational costs of
downtime caused by a cyber attack.

4.1.1.2 Link ISO/IEC 27001 to Key Business Drivers
It is essential to illustrate how the implementation of an ISMS directly addresses
senior management's priorities. This requires understanding the organisation’s
strategic objectives. Explain how ISO/IEC 27001 helps the organisation meet legal,
contractual, and regulatory obligations. Position the project as a way to build and
maintain trust with clients and use the certification as a market differentiator,
facilitating the organisation to win new business and enter new markets where
security is a prerequisite. For example is the organisation supplying to an organisation
subject to the EU Directive 2555/2022 Network and Information Security (NIS2) [15]?
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4.1.1.3 Develop a Clear Business Case and Roadmap
Create a formal proposal [Templates: 1ISO-27001 — Management Proposal Template]
that outlines the project's scope, timeline, and resource requirements. Include a
concise executive summary highlighting the key business benefits. Present a cost-
benefit analysis comparing the total cost of the project against the potential costs of
inaction. Break the project into manageable phases with clear milestones, such as an
initial risk assessment, policy development, internal audit, and certification audit.

4.1.1.4 Engage and Educate Key Stakeholders
Instead of a single presentation, engage with individual leaders beforehand. Discuss
how the project will benefit their specific teams. Provide a What's In It For Me?
perspective by explaining to the Chief Financial Officer (CFO) how the project protects
financial data and to the Head of Legal how it ensures compliance.

4.1.1.5 Present a Clear Call to Action
Conclude the proposal with a clear request for a decision and the next steps. Ask for
specific resources, such as a dedicated project manager, a specific budget, and the
authority to form a cross-functional Management Review Team (MRT). Reinforce that
senior management's visible support and sponsorship are critical to the project's
success, as it will drive positive cultural change throughout the organisation.

4.1.2 Establish Scope and Context

4.1.2.1 Understand the Context of the Organisation
Conduct a thorough analysis of the internal and external issues affecting the
organisation. This includes legal, regulatory, and contractual requirements, as well as
stakeholder expectations. An Internal and External Issues Register and Special
Interest Groups Register can be created at this stage.

4.1.2.2 Hold a kick-off meeting
A formal kick-off meeting with senior management and key stakeholders to gain
support must be held. This meeting is to gain formal agreement on the project's
importance, and define its objectives. Table 1 lists the type of questions that need to
be answered from this meeting.
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Table 1: ISO/IEC 27001 Kick-off meeting suggested questions

Question Purpose | Guide

Scope of ISMS

What products or services are in

scope? To define the boundaries of the ISMS.

What are the geographical regions and | To understand the physical and operational footprint
locations of the business? of the ISMS.

Organisational Context

How long have you been in operation? |To provide historical context on business maturity.

What is the size of your organisation? | To determine the scale and complexity of the ISMS.

How many home workers and|To understand the distributed workforce and third-
contractors do you employ? party risks.

What specific sectors do you operate|To identify relevant industry standards and
in? regulatory requirements.

Governance & Compliance

What are your objectives for

information security? To align the ISMS with business goals.

Who is the Board Director accountable

for information security? To identify top-level ownership and accountability.

Do you have a Data Protection Officer | To understand data protection and privacy
(DPO)? compliance.

Is the organisation registered with the |To check for national cybersecurity authority
NCSC-IE? registration.

What formal certifications or insurance|To understand current compliance and risk
do you hold? mitigation measures.

4.1.2.3 Define the Scope (of the ISMS)
This is a critical step. Clearly define what parts of the organisation, what information,
what systems, and what locations will be included in the ISMS. A well-defined scope
is essential for controlling the project's size and complexity. The following questions
can assist with this:

*  Why are we implementing ISO/IEC 270017 (What is the business driver?)

* What are our desired outcomes for ISO/IEC 27001 certification?

* What teams, departments, or business units should be included in the scope?
*  Which of our products and services should be in scope?

* What physical locations should we include in the scope?

» Are there any areas or assets that we would explicitly exclude from the scope?

Carlow Topic 6 - ISMS, Regulatory Audits & Forensic Readiness 09 Jul 2026



Foundations, Structures and Controls of Cybersecurity setu.ie | 6-21

4.1.2.4 Identify the Management Review Team
Form a dedicated MRT with representatives from different departments. Appoint a
project leader or Chief Information Security Manager (CISO) to drive the effort and a
management representative to ensure senior management involvement.

4.1.2.5 The Information Security Management System Objectives
Define measurable Objectives for the ISMS [Templates: Security Objectives Register].
These should be Specific, Measurable, Achievable, Relevant, Time-bound, Evaluate,
and Re-evaluate (SMARTER). For example, Reduce the number of critical security
incidents by 15% within the next year. The first year’s objectives should include:

* Achieve ISO/IEC 27001 Certification.
* Ensure that all staff have received appropriate security training.
* Have Plans and Processes in place to reduce the impact of any incidents.

4.1.2.6 Create Internal and External Issues register
This register [Templates: Internal and External Issues Register Template] is a
document that lists all the internal and external factors that can impact the
effectiveness of the ISMS. Internal issues might include a lack of skilled staff or poor
communication, while external issues could be new regulations, market trends, or
geopolitical events. The purpose of this register is to proactively identify and manage
these factors to ensure the ISMS can achieve its intended security objectives.

4.1.2.7 Create Special Interest Groups register

The register [Templates: Special Interest Groups Register Template] is a list of
professional associations, security forums, industry groups, and other specialist
networks that the organisation has relationships with. The goal is to document these
contacts to ensure a proactive flow of information about new threats, vulnerabilities,
best practices, and expert advice. Maintaining this register demonstrates that the
organisation is actively seeking external knowledge to keep its information security
programme current and effective.

4.1.3 Perform a Gap Analysis

Performing a Gap Analysis is a crucial step in the project. This involves comparing the
organisation's current security controls and practices against the comprehensive
requirements of the ISO/IEC 27001 standard.

The purpose of this analysis is to identify the specific gaps that need to be addressed
to achieve compliance and certification. A key first step in this process is to audit the
documentation that is already in place. Table 2 provides a strong basis for this,
helping to systematically identify which policies, registers, and processes are currently
available and which must be created or updated as part of the project.
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Table 2: ISO/IEC 27001 Readiness Checklist

Document
Type

Document Name

Exists
(YIN)

Notes

Policies
and
Standards

Information Security Policy

Acceptable Use Policy

Access Control Policy

Clear Desk and Clear Screen Policy

Cryptographic Controls Policy

Mobile Device Policy

Teleworking / Remote Work Policy

Backup Policy

Data Protection & Privacy Policy

Registers
and
Inventories

Risk Register

Asset Register

Third-Party Supplier Register

Records of Processing Activities (ROPA)

Legal and Compliance Obligations Register

Special Interest Groups / External
Stakeholder Register

Processes
and
Procedures

Risk Management Process

IT Operational Management Procedures

Supplier Relationship Management Process

Employee Onboarding and Off-boarding
Process

Information Security Incident Management,
BC, and DR Procedures

Data Subject Access Request (DSAR)
Process

Operational Procedures

Supporting
Documents

Company Organisation Chart

Employee Handbook

Employee Contracts

Third-Party Contracts / Agreements

Network Diagram

Carlow
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4.1.4 Create the Statement of Applicability

The findings of the Gap Analysis directly inform the creation of a critical document
known as the SoA [Templates: Statement of Applicability Template]. The SoA is a
mandatory document that lists all of the security controls from Annex A of the ISO/IEC
27001 standard. For each control, it specifies whether the control has been
implemented, provides a justification for its inclusion, and, importantly, explains the
rationale for excluding any controls that are deemed not applicable to the
organisation's ISMS scope. This document is a formal record of the risk treatment
process and serves as the definitive guide for auditors to verify that the organisation
has systematically addressed its security risks and selected appropriate controls.

4.1.5 Develop the Risk Management Process

Risk Management is a key to an ISMS. ISO/IEC 27001 does not define a specific
methodology though it does reference ISO/IEC 27005 Guidance on Managing
Information Security Risks [8] and ISO 31000:2018 Risk Management Guidelines [16].
ISO/IEC 27005 defines risk as effect of uncertainty on objectives. An effect is a
deviation from what is expected, which can be positive or negative. Risk is often
described in terms of a risk source, potential events, their consequences, and their
likelihood. In the context of information security, this is associated with the potential
for threats to exploit vulnerabilities, causing harm to an organisation and affecting its
information security objectives.

An Asset and Risk Register [Templates: Asset and Risk Register Template] is used to
systematically record and manage the organisation's assets and the risks they face,
which is a foundational requirement for building a robust ISMS. This register has four
distinct, but linked, parts:

* Asset Management: Its function is to help the organisation create a
comprehensive inventory of its information assets. This includes identifying
what the assets are, who owns them, where they are located, and their value
to the business.

* Risk Assessment: The register also facilitates the risk assessment process.
This involves identifying potential threats and vulnerabilities related to the
listed assets, analysing the likelihood and impact of these risks, and assigning
a risk level.

* Mapping Risk to SoA: The register maps Risk to the SoA. A Time in Risks
column is a counter or a checklist to track how many times each specific
control has been identified as a necessary risk treatment option during the risk
assessment phase. This helps to confirm that each control has been formally
considered before the final SoA is created.

* Organisation: A list of personnel within the organisation, their roles and what
assets they have access to.
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4.1.6 Draft or update Information Security Policies

Based on the risk assessment and gap analysis, it will be necessary to draft new
policies and procedures or update existing ones to address the identified risks and
meet the ISO/IEC 27001 requirements. An ISP [Templates: Information Security
Policy Template] and topic-specific rules [Templates: Information Security Rules
Template] shall be defined, approved by management, published, communicated to
and acknowledged by relevant personnel and relevant interested parties, and
reviewed at planned intervals and if significant changes occur.

4.1.6.1 Information Security Policy

Context, Objectives and Scope

The ISP serves as the foundational document for an organisation's ISMS. It begins by
outlining the Context and Objectives of the ISMS, which are often tracked and
managed through a central Ticketing system which is linked from the document. The
policy's Scope clearly defines the boundaries of the ISMS, including which people,
technologies, and information assets are covered.

Stakeholder analysis

A thorough Stakeholder analysis is a key part of the policy, linking to the Stakeholder
Analysis Register [Templates: Stakeholder Register Template] to detail all relevant
parties. The organisation's Register of Suppliers, which includes key security and
contractual details, is maintained in the Suppliers Register, [Templates: Suppliers
Register Template].In the event of a security breach, the policy outlines a clear
process for using the Incident Register [Templates: Incident Register Template] and
IRP [Templates: Incident Response Plan Template] to respond effectively.

Leadership, Resources, Awareness and Training

The ISP is endorsed by Leadership, which is responsible for reviewing and approving
the policy, and its decisions are often based on a thorough analysis of assets and
risks documented in the Assets and Risks Register [Templates: Asset and Risk
Register Template]. The policy also addresses Resources, Awareness and Training,
emphasising the importance of staff understanding their roles and responsibilities as
detailed in the Information Security Rules (ISR) document [Templates: Information
Security Rules Template].

Operations

In terms of day-to-day Operations, the policy connects to several key documents,
including the Security Objectives Register [Templates: Security Objectives Register]
for tracking objectives, the SoA [Templates: Statement of Applicability Template]
which outlines the chosen security controls, the Authorisation Matrix [Templates:
Authorisation Matrix Template] for managing access rights, the Data Classification
Policy [Templates: Data Classification Policy Template] for handling information
correctly, and the Business Continuity Management document [Templates: Business
Continuity Management Template] to ensure resilience against disruption.

Carlow Topic 6 - ISMS, Regulatory Audits & Forensic Readiness 09 Jul 2026



Foundations, Structures and Controls of Cybersecurity setu.ie | 6-25

Performance Evaluation and Continuous Improvement

Finally, the policy details the process for Performance Evaluation, linking to the
Internal Audit Plan [Templates: Internal Audit Plan Template] to verify compliance and
the Management Review Minutes [Templates: Management Review Minutes
Template] to show that management is actively engaged. The ISP also commits the
organisation to Continuous Improvement, ensuring the ISMS remains effective and
relevant over time.

4.1.6.2 Information Security Rules
The ISR document [Templates: Information Security Rules Template] is an internal
set of rules and guidelines for an organisation. It is a foundational component of the
broader ISP. Its purpose is to clearly communicate security obligations to all staff,
including permanent employees, interns, and contractors.

The document outlines a mandatory set of rules covering a wide range of security
topics, each referencing a specific ISO/IEC 27001 control. Mandatory areas covered
include:

* Organisational
o Information classification (A5.9)
o Bring your own device rules and use of private email accounts (A5.10)
o Using and storing passwords (A5.17)
o Using Personally Identifiable Information (A5.34)
* People
o Security awareness training (A6.3)
o End of contract/employment (A6.5)
o Working from home (A6.7)
o Reporting incidents and vulnerabilities (A6.8)
* Physical
o Clean desk and clear screen policy (A7.7)
* Technological
o Phones, tablets and other mobile devices (A8.1)
o Use of safe networks (A8.21)
o Use of Cryptography (A8.24)

This document in effect translates the high-level objectives of the ISP into a practical,
enforceable set of rules that every individual within the organisation must follow.
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4.2 Operational Readiness

4.2.1 Hold the First Management Review Team Meeting

This formal meeting is led by senior management. It typically occurs early in the ISMS
implementation phase. Its primary function is to get formal approval and buy-in from
senior management. At this meeting the progress of the ISMS is reviewed, the risk
assessment results discussed, the policies and objectives are approved, and an
assurance that the project has the necessary resources.

Key actions that must be documented from this meeting are:
* Re-confirm the scope and Approve it.

* Define/Agree SMARTER Objectives / objectives and measures and approve
them.

* Review and approve the initial Risk Assessment and the Risk Treatment Plan.
* Endorse the ISP and other key documents.
* Commit the necessary resources (personnel, budget) to the project.

Essentially, this meeting is about launching the ISMS and ensuring leadership
supports the entire project.

4.2.2 Implement Controls

This is the practical step where the organisation puts its plans into action by deploying
the security measures identified in the SoA. Implementation involves a wide range of
activities, from establishing new security policies and procedures to deploying
technical solutions such as firewalls, Intrusion Detection Systems (IDS), and
encryption technologies. The goal is to systematically build the security posture
required to mitigate identified risks and meet the requirements of ISO/IEC 27001,
effectively closing the gaps found during the initial analysis.

4.2.3 Create an Audit Plan

The audit plan [Templates: Internal Audit Plan Template] is a formal, documented
strategy for conducting an internal or external audit of the ISMS. Its purpose is to
provide a structured approach to verify whether the ISMS is compliant with the
requirements of the ISO/IEC 27001 standard and whether the security controls are
operating effectively. A comprehensive audit plan defines:

» Audit Scope: The specific areas of the organisation's ISMS to be examined.

* Audit Criteria: The ISO/IEC 27001 clauses and policies of the ISMS being
evaluated.

* Methodology: The techniques to be used for gathering evidence, such as
interviews, document reviews, and technical testing.

* Schedule and Resources: The timeline for the audit and the personnel
involved.

* Deliverables: The expected outcomes, such as a formal audit report detailing
any non-conformities, observations, or opportunities for improvement.

Creating an effective audit plan involves several key steps:
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Define the Scope and Objectives: Clearly state what is being audited (e.g.,
the entire ISMS, a specific process), against the ISO/IEC 27001 requirements,
and for what purpose (e.g., verifying compliance).

. Determine the Audit Team: Identify competent and independent auditors to

perform the work.

Schedule Activities: Create a timeline for the opening meeting, interviews,
document reviews, and the closing meeting.

Develop a Checklist: Prepare a detailed list of questions and items to verify,
based on the audit criteria.

Allocate Resources: Ensure the team has the necessary time, access to
information, and other resources.

. Establish Reporting: Define how findings, non-conformities, and corrective

actions will be documented and communicated.

4.2.4 Training and Awareness

4.2.4.1 Create the Training and Communications Plan
Develop a plan to educate employees on the ISMS, including their roles and
responsibilities. This plan should also outline how information security will be
communicated throughout the organisation on an ongoing basis.

4.2.4.2 Communicate Policies to the Business
After the policies are signed off, communicate them to all relevant employees. Ensure
there's a clear process for how this information is disseminated and acknowledged.

4.2.4.3 Deliver Training and Awareness
Roll out the training to employees. This is a crucial step to ensure that the entire
organisation understands the importance of information security and how to follow the
new policies. Employees need to be clear as to:

What is ISO/IEC 27001 and why is it important?

What role does each employee play with regard to Information Security?
Where does an employee find policies and procedures when they need them?
What does an employee to if an incident occurs?

Who does an employee contact if they have a concern or wish to report
something?

Record Training and Communications to staff. [Templates: Training and
Communications Register].
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4.2.5 Hold Second Management Review Meeting

This is the start of ongoing, periodic meetings that happen after the ISMS has been
established and is operational. The purpose shifts from initial approval to performance
and continuous improvement. The agenda for these meetings focuses on reviewing
the effectiveness of the ISMS by looking at:

* Results of internal and external audits.

* The status of corrective actions from previous reviews.

* Security incidents and non-conformities.

« Changes in external and internal issues that affect the ISMS.
» The performance of security controls and metrics.

This meeting ensures the ISMS remains effective and relevant as the organisation's
needs and risks evolve.

4.2.6 Run a Business Continuity Exercise

Test BC/DR plans to ensure they are effective and that employees know what to do in
the event of an emergency.

Plan the Exercise

* Define Objectives: Start by clearly defining what is to be achieved. For
example, is it a test a specific part of the plan (e.g., data recovery) or the full
plan? Is the focus a specific threat, such as a fire or a cyberattack?

* Select the Scenario: Choose a plausible scenario that aligns with the security
objectives. Common scenarios include:

o A technology failure (e.g., a server crash or a network outage).

o A physical event (e.g., a fire or a flood that makes the office
inaccessible).

o A cyberattack (e.g., ransomware that locks down critical systems).

* Identify Participants: Determine which teams and individuals will be involved.
This should include key personnel from different departments (e.g., IT, HR,
Operations) who have specific roles in the BC Plan (BCP).

 Schedule and Announce: Decide on a date and time for the exercise. You
can choose to announce it in advance for a walk-through exercise or keep it
unannounced for a more realistic simulation test.

Execute the Exercise

* The Kick-Off: Begin with an opening meeting where the scenario is
presented, and the roles and responsibilities of the participants are reviewed.

* The Simulation: The exercise team should guide participants through the
scenario, providing updates and injects (e.g., The network is now down, or A
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key staff member is unreachable). The goal is to see how effectively the team
follows the BCP.

Observation: Observers should be present to take detailed notes on what
goes well, what goes wrong, and where the plan's weaknesses are exposed.
They should not interfere with the exercise.

End Ex: The exercise concludes when the objectives have been met or the
allotted time runs out. The exercise facilitator will officially end the scenario.

Exercise Postmortem

Debriefing: Immediately after the exercise, hold a debriefing session with all
participants. This is a crucial step for gathering feedback and initial
observations while they are fresh in everyone's minds.

Analyse the Results: The observation notes and debriefing feedback are
compiled into a formal report. The report should compare the exercise
outcomes against the original objectives and identify all strengths and
weaknesses of the BCP.

Corrective Actions: The report should lead to a CAP, outlining specific steps
to address any deficiencies found. For example, if a team struggled to contact
a supplier, a corrective action might be to update the supplier's contact
information in the BCP.

Update the Plan: Finally, the BCP should be updated to reflect the lessons
learned from the exercise, ensuring the plan is continuously improved and
remains effective.
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5 The Auditing Lifecycle

5.1 Foundations of Management System Auditing

ISO 19011 does not focus on firewalls, passwords, or encryption. It is a blueprint for
how to run an audit programme and how an auditor should behave. It is built on three
main pillars:

5.1.1 The 7 Principles of Auditing

These are the ethical and professional baselines required to ensure that an audit's
findings are trustworthy and reproducible:

1. Integrity: The foundation of professionalism (honesty and responsibility).
Fair Presentation: The obligation to report truthfully and accurately.
Due Professional Care: Exercising diligence and reasoned judgement.
Confidentiality: Security of sensitive information.

a D

Independence: The basis for the impartiality and objectivity of the audit
conclusions.

6. Evidence-based Approach: Reaching rational conclusions based on
verifiable facts, not gut feelings.

7. Risk-based Approach: Focusing the audit's energy on matters that are
significant for the organisation.

5.1.2 Managing the Audit Programme Lifecycle
ISO 19011 applies the PDCA cycle to the entire corporate auditing strategy:

* Plan: Establish the audit programme objectives, scope, and schedule for the
year. ldentify the risks to the audit itself (e.g., lack of staff, resistance from
management).

» Do: Implement the programme, selecting the audit teams, defining objectives
for specific audits, and coordinating the logistics.

* Check: Monitor and review the audit programme to see if schedules are being
met and if the auditors are actually catching systemic issues.

* Act: Improve the programme. Tweak the process, update auditor training, and
adjust the schedule based on what was learned.

5.1.3 Executing an Individual Audit

From the time an auditor arrives at an audit location, ISO 19011 dictates the exact
flow of the engagement:
* Initiation & Document Review: Defining the scope and reading the
company's policies before arriving.
* The Opening Meeting: Aligning with the management team, confirming the
schedule, and establishing ground rules.
* Evidence Collection: Conducting interviews, observing processes, and
tracking down records.
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» The Closing Meeting & Reporting: Presenting the findings, clarifying
misunderstandings, and delivering a formal audit report detailing
"Conformities" and "Non-Conformities."

5.2 Specialising for Information Security Audits

5.2.1 Purpose of the Standard

ISO/IEC 27007 provides specific, technical guidance on how to plan, conduct, and
manage audits of an ISMS. While standard ISO/IEC 27001 outlines what security
controls an organisation must implement, ISO/IEC 27007 is written entirely for the
auditor. It focuses on how to evaluate whether those security practices are actually
working effectively.

Rather than treating auditing as a simple "checkbox" technical assessment, ISO/IEC
27007 ensures that auditors look at cybersecurity through a structural governance
lens, verifying top-level leadership commitment, risk assessment validity, and
operational continuity.

5.2.2 Strict Reliance on ISO/IEC 19011

ISO/IEC 27007 does not reinvent the wheel either. It is structurally dependent on ISO
19011, which serves as the international blueprint for auditing any management
system (such as quality or environmental systems).

The relationship between the two standards can be summarised as follows:

* ISO 19011 is the Framework: It provides the universal guidelines, core
ethics, and the Plan-Do-Check-Act (PDCA) method for running an audit
programme.

* ISOIIEC 27007 is the Specialisation: It takes the generic instructions from
ISO 19011 and attaches specific information security context to them.

How it works in practice: When reading ISO/IEC 27007, you will frequently
find instructions that state: "The guidance provided in ISO 19011, Clause X,
applies, with the following information security additions..."

By leaning entirely on ISO 19011 for the fundamental operational mechanics of an
audit, ISO/IEC 27007 can focus exclusively on giving auditors the cyber-specific
advice they need. This includes identifying what evidence to collect from an IT
environment, determining who to interview across engineering teams, and
establishing how to verify that complex digital risk controls match an organisation's
actual security profile.

5.3 Executing Internal Audits

While the Annex A controls have already been subject to a high-level audit as part of
the process to develop the SoA it is important to conduct a detailed assessment. This
audit should include:

* Interviews with Key personnel.
* Collect evidence and samples from the control area.
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* Collect non-conformities in a Corrective Action Plan (CAP).

The CAP [Templates: Corrective Action Plan] provides a clear, structured way to
address any issues found during an internal audit. Remember, the key is not just to fix
the problem, but to document the process so it can be proven that it has been
handled correctly.

5.4 The External Third-Party Audit Process

The ISO/IEC 27001 external audit process is typically divided into two key stages,
often referred to as Stage 1 and Stage 2. These stages are designed to systematically
evaluate the ISMS and determine its readiness for certification. Crucially, while the
organisation undergoes this process, the external certification body operates strictly
under the auditing methodologies dictated by ISO 19011 and the specific information
security auditing guidance of ISO/IEC 27007.

5.4.1 Stage 1: Documentation and Readiness Review

The first stage is a high-level review of the ISMS documentation. Operating under the
initial phase of the ISO 19011 audit lifecycle, the external auditor will examine key
documents to ensure that they meet all the structural requirements of the ISO/IEC
27001 standard. During this stage, the auditor heavily relies on ISO/IEC 27007
guidelines to verify that the organisation’s management system architecture is
conceptually sound.

The primary goal of this stage is to confirm that the organisation has properly defined
and planned its ISMS. The auditor will review documents such as the SoA, the Risk
Assessment, and core policies such as the ISP and ISR. They will also verify the
scope of the ISMS and confirm that all necessary clauses of the standard have been
addressed. At the end of this stage, the auditor provides a report that highlights any
non-conformities or areas that need to be addressed before the second stage. If the
issues are significant, they may recommend a delay to Stage 2 until the problems are
resolved.

5.4.2 Stage 2: Implementation and Effectiveness Audit

The second stage is a much more detailed and in-depth audit. The auditor will visit the
organisation to verify that the ISMS, as defined in the relevant documents, is actually
implemented and operating effectively. This phase represents the practical execution
of ISO 19011's core principles, specifically demanding an independent, objective, and
evidence-based approach to gathering facts.

This involves a hands-on review of the organisation's security controls and processes.
Guided by ISO/IEC 27007, the auditor knows exactly how to sample security logs,
cross-examine technical teams, and evaluate management's operational compliance.
The auditor will conduct interviews with staff, inspect records and logs, and observe
day-to-day operations to gather evidence. They will check if employees are following
policies, if corrective actions from the internal audit have been completed, and if the
security controls are performing as intended.
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The outcome of Stage 2 will determine whether the organisation can be
recommended for ISO/IEC 27001 certification. Comments and issues identified during
this stage are documented in the formal report, and each is assigned a specific code:

* Opportunity for Improvement (OFI): A suggestion where the control is
compliant, but could be optimised.

* Minor Non-Conformity (Mi-NC): A minor slip in the process or isolated failure
that does not jeopardise the entire ISMS.

* Major Non-Conformity (Ma-NC): A systemic failure or complete absence of a
required standard clause or control.

A formal response will be necessary to address the report. A comment must be made
outlining the remediation strategy for each OFI and Mi-NC. Conversely, each Ma-NC
represents a severe finding that will prevent the organisation from receiving
certification until significant remediation work is completed, re-audited, and officially
signed off.

5.4.3 Hold the Third Management Review Meeting

The third Management Review Meeting is a post-audit session where the organisation
formally transitions from the certification project phase to the ongoing maintenance of
its ISMS. It is the final step in the external audit cycle and a forward-looking planning
session.

5.4.3.1 Review of the Stage 2 Audit Results

The primary purpose of this meeting is to review the formal report from the Stage 2
external audit. The management team will scrutinise the auditor’s findings, paying
close attention to any non-conformities (major or minor) and observations. This is
where the team officially accepts the auditor's conclusions. They will discuss the
implications of each finding and determine their severity, especially if there are major
non-conformities that could delay or prevent certification. The goal is to fully
understand where the ISMS fell short and what needs to be done to fix it.

5.4.3.2 Status of Certification and Next Steps

Following the review of the audit report, the meeting will focus on the immediate next
steps for obtaining or maintaining the ISO/IEC 27001 certification. If the audit resulted
in no non-conformities, the discussion will centre on the final paperwork and the
official granting of the certificate. If non-conformities were found, the team will
establish a clear plan and timeline for addressing them. This involves creating or
updating a Corrective Action Plan (CAP), outlining who is responsible for each task
and the strict timeline for completion to satisfy the certification body's tracking
requirements.

5.4.3.3 Planning for Ongoing ISMS Maintenance and Improvement
With the audit complete, the focus shifts beyond the boundaries of the initial
implementation project. This meeting serves as the launchpad for the next ISO 19011
PDCA continuous improvement cycle. The management team will discuss how the
lessons learned from the external audit can be used to strengthen the ISMS over the
coming year. Key topics will include:
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Assigning Resources: Allocating budget and personnel to resolve the
corrective actions from the audit.

Scheduling the Next Internal Audit: Setting dates for upcoming internal
reviews (using the 1SO 19011/27007 methodologies ( studied in section 5 ) to
verify that implemented changes remain effective.

Reviewing the Risk Assessment: Determining if any new operational risks
have emerged or if existing threat landscapes require re-evaluation.

Setting New Security Goals: Establishing fresh security objectives for the
upcoming year to ensure the ISMS remains resilient, relevant, and perfectly
aligned with changing corporate risk appetites.

Carlow
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6 Critical Infrastructure & Liability Law

6.1 Liability, Negligence, and Due Care

Legal liability is the legal bound obligation to pay debts. A person is said to be legally
liable when they are financially and legally responsible for something. Legal liability
concerns both civil law and criminal law. Payment of damages usually resolves the
liability. In commercial law, limited liability is a form of business ownership in which
business owners are legally responsible for no more than the amount that they have
contributed to a venture. If for example, a business goes bankrupt an owner with
limited liability will not lose unrelated assets such as a personal residence (assuming
they do not give personal guarantees). This is the standard model for larger
businesses, in which a shareholder will only lose the amount invested (in the form of
stock value decreasing).

Manufacturer's liability is a legal concept in most countries that reflects the fact that
producers have a responsibility not to sell a defective product.

Negligence is a type of delectation or civil wrong. It can be considered the gap or
difference between Actions where due diligence is expected and due care as defined
in a policy. Or the gap between the policy and best practice or regulation.

Negligence is not the same as carelessness, because someone might be exercising
as much care as they are capable of, yet still fall below the level of competence
expected of them.

Through civil litigation, if an injured person proves that another person acted
negligently to cause his injury, they can recover damages to compensate for the
harm.

Best Practice / Regulation

Policy

Negligence
Actions

Figure 3: Negligence
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6.2 CNI Compliance & Cross-Border Initiatives

While in this subsection the focus is on European, UK, US and Indian initiatives it is
important to recognoise that there are similar efforts across the world.

6.2.1 Convention on Cybercrime

Across the world there is a scramble to enact laws that deal with Cybercrime. The
Council of Europe (CoE) ETS No. 185 Convention on Cybercrime is the only
binding international instrument on this issue and it came into force on 23 November
2001 [17]. It serves as a guideline for any country developing comprehensive national
legislation against Cybercrime and as a framework for international cooperation
between State Parties to this treaty. On 1 March 2006 the Additional Protocol to the
Convention on Cybercrime came into force. Those States that have ratified the
additional protocol are required to criminalise the dissemination of racist and
xenophobic material through computer systems, as well as of racist and xenophobic-
motivated threats and insults. Forty-three nations have signed the treaty. Ireland
signed in 2002, the UK and US in 2001, India have not signed it.

6.2.2 ePrivacy Directive

Directive 2002/58/EC Privacy and Electronic Communications [18], the ePrivacy
Directive, is an European Union (EU) directive that regulates the processing of
personal data and the protection of privacy in the electronic communications sector.
The directive covers a wide range of topics, including:

* The confidentiality of communications

* The use of cookies and other tracking technologies
* Direct marketing

* Spam

* Data retention

* Security measures

The ePrivacy Directive is one of the most important pieces of legislation governing
privacy in the digital age. It has been credited with helping to protect the privacy of
European citizens and businesses.
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The ePrivacy Directive has the following key provisions:

Confidentiality of communications: The ePrivacy Directive prohibits the
interception, listening, tapping, storage, or any other type of surveillance or
interception of communications and traffic data without the consent of the users.

Cookies and other tracking technologies: The ePrivacy Directive requires websites
to obtain the consent of users before storing or accessing information on their
devices. This includes cookies, web beacons, and other tracking technologies.

Direct marketing: The ePrivacy Directive prohibits the sending of unsolicited
commercial emails and SMS messages without the prior consent of the recipient.

Spam: The ePrivacy Directive prohibits the sending of unsolicited commercial emails.

Data retention: The ePrivacy Directive limits the amount of time that electronic
communication providers can retain traffic data.

Security measures: The ePrivacy Directive requires electronic communication
providers to implement appropriate technical and organisational measures to protect
the personal data of their users.

The ePrivacy Directive was being revised by the European Commission with the
intent to replace it with a Regulation in 2025 to reflect the latest technological
developments and to strengthen the privacy protections for European citizens.
However the European Commission withdrew it in February 2025.

6.2.3 General Data Protection Regulation

The Directive (EU) 2016/1148, General Data Protection Regulation (GDPR) [19] is
a regulation in EU law on data protection and privacy for all individuals within the EU
and the European Economic Area (EEA). It also addresses the transfer of personal
data outside the EU and EEA areas. The GDPR aims primarily to give control back to
citizens and residents over their personal data and to simplify the regulatory
environment for international business by unifying the regulation within the EU. The
regulation has been in effect since May 25, 2018.

GDPR regulates the processing of personal data by both public and private
organisations in the EU, including the transfer of personal data outside the EU. It
gives individuals more control over their personal data and requires organisations to
be more transparent about how they collect and use personal data. The GDPR also
introduces a number of new requirements for organisations, including:

* Obtaining consent from individuals before collecting or processing their
personal data

* Providing individuals with access to their personal data and the right to have
their personal data erased

* Reporting data breaches to supervisory authorities within 72 hours

* Appointing a data protection officer if the organisation processes large
amounts of personal data or sensitive personal data

GDPR is a complex piece of legislation, but it is important for all organisations that
collect or process personal data to understand and comply with its requirements.
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The key benefits of GDPR are:

* More control for individuals over their personal data: The GDPR gives
individuals more control over their personal data, including the right to access,
rectify, erase, and restrict the processing of their personal data.

* Greater transparency from organisations: The GDPR requires organisations to
be more transparent about how they collect and use personal data.

« A more harmonised regulatory environment for businesses: The GDPR
replaces the data protection directive of 1995, creating a more harmonised
regulatory environment for businesses operating in the EU.

The GDPR is a significant step forward in the protection of personal data in the EU. It
is important for all organisations that collect or process personal data to understand
and comply with its requirements.

6.2.4 EU Cybersecurity Act

Regulation (EU) 2019/881, EU Cybersecurity Act [20] is seen as a means to unify
the EU's cybersecurity into a single framework, with EU Agency for Network and
Information Security (ENISA) as its main core It came into force on 28 June 2019 and
has been implemented by all EU Member States. The Cybersecurity Act has two main
functions:

* To strengthen the mandate of the ENISA.

* To establish a framework for the cybersecurity certification of Information and
Communications Technology (ICT) products, services, and processes.

ENISA is responsible for supporting EU Member States in improving their
cybersecurity capabilities. The Cybersecurity Act gives ENISA a number of new
powers, including:

* Provide advice and assistance to Member States on cybersecurity matters.

« Carry out risk assessments and threat analyses.

» Develop and promote cybersecurity best practices.

» Coordinate incident response activities.

The Cybersecurity Act also establishes a framework for the cybersecurity certification
of ICT products, services, and processes. This framework is designed to help
organisations to identify and choose secure ICT products, services, and processes. It
also aims to promote innovation in the cybersecurity sector. Here are some of the key
benefits of the EU Cybersecurity Act:

* It helps to improve the coordination and cooperation between EU Member
States on cybersecurity issues.

« It provides a framework for the cybersecurity certification of ICT products,
services, and processes, which can help organisations to choose and
implement secure solutions.

* It strengthens the mandate of ENISA, which plays a vital role in supporting EU
Member States in improving their cybersecurity capabilities.
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6.2.5 EU Cyber Resilience Act

The EU 2022/0272(COD), EU Cyber Resilience Act (CRA) [21] sets out
cybersecurity requirements for a range of hardware and software products placed on
the EU market, including smart speakers, games, operating systems, etc. The Act
aims to improve the cybersecurity of products with digital elements. The CRA applies
to a wide range of products, including hardware, software, and ancillary services.

It imposes a number of requirements on manufacturers, importers, and distributors of
these products, including:

» They must implement appropriate cybersecurity measures throughout the
product's life cycle, from design and development to production, support, and
maintenance.

* They must provide users with information about the cybersecurity risks
associated with their products and how to mitigate them.

» They must report serious cybersecurity incidents to the competent authorities.

The CRA also establishes a number of other measures to improve the cybersecurity
of products with digital elements, such as:

* A cybersecurity certification scheme for high-risk products.
* A common vulnerability disclosure framework.
* A coordinated response to cybersecurity incidents.

The CRA is expected to have a significant impact on the cybersecurity of products
with digital elements in the EU. It is expected to help to reduce the number of
cybersecurity incidents and to make it easier for users to choose and use secure
products. Here are some of the key benefits of the EU Cyber Resilience Act:

* It helps to improve the overall cybersecurity of products with digital elements in
the EU.

* It makes it easier for users to choose and use secure products.
* It reduces the number of cybersecurity incidents.

* |t promotes innovation in the cybersecurity sector.

* It helps to strengthen the EU's cybersecurity resilience.

To provide manufacturers with flexible means of compliance, the CRA offers multiple
pathways to demonstrate adherence to its essential requirements. These include
European cybersecurity certification schemes, such as the EU Common Criteria
(EUCC). The EUCC is a standardised, voluntary, EU-wide certification scheme for
Information and Communications Technology (ICT) products such as hardware and
software. It is based on the internationally recognised Common Criteria (ISO/IEC
15408 [22]) and aims to harmonise cybersecurity standards across the EU. The
EUCC provides a framework for evaluating and certifying the security features of ICT
products at two levels of assurance, substantial and high, simplifying market access
for vendors and boosting consumer confidence in the security of certified products.
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6.2.6 Digital Operational Resilience Act

Financial institutions present a particular cybersecurity risk and through Regulation
(EU) 2022/2554, EU Digital Operational Resilience Act (DORA) [23] aims to
strengthen the resilience of the EU financial sector to digital operational disruptions
and threats. It came into force on 17 January 2023 and will apply to all financial
entities in the EU from 17 January 2025. DORA sets out a number of requirements for
financial entities, including:

* They must identify and assess their digital operational risks.

» They must implement appropriate measures to manage their digital
operational risks, including measures to prevent, detect, respond to, and
recover from digital operational incidents.

* They must test their digital operational resilience regularly.
* They must report digital operational incidents to their competent authorities.

DORA also establishes a number of other measures to improve the digital operational
resilience of the EU financial sector, such as:

* A common cybersecurity incident reporting framework.
* A coordinated response to digital operational incidents.
* A cybersecurity awareness and training programme for financial entities.

DORA is a significant step forward in the EU's efforts to improve the digital operational
resilience of the financial sector. It is expected to help financial entities to better
protect themselves from digital operational threats and to reduce the impact of digital
operational incidents. Here are some of the key benefits of the EU Digital Operational
Resilience Act:

* It helps to improve the overall digital operational resilience of the EU financial
sector.

* It makes it easier for financial entities to manage their digital operational risks.
» It reduces the number of digital operational incidents.

* |t promotes innovation in the cybersecurity sector.

* It helps to strengthen the EU's financial stability.
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6.2.7 Initiatives in other countries

6.2.7.1 UK

Computer crimes are an offence in the UK under the Computer Misuse Act (CMA)
1990 [24]. Offences can also arise under the Data Protection Act (DPA) 2018 [25].
Here, the offence also involves the intent to secure unauthorised access to personal
data, or under the Investigatory Powers Act (IPA) 2016 [26], if the offence includes
intentionally diverting communications without a legal authority to do so. In addition,
the Fraud Act 2006 [27], explicitly refers to phishing as an example of fraud by false
representation. The Privacy and Electronic Communications (PECR) Regulations
2003 [28] sit alongside the DPA 2018 providing specific privacy rights in relation to
electronic communications.

The UK National Cyber Security Centre (NCSC) is a part of the UK's Government
Communications Headquarters (GCHQ) intelligence agency and is responsible for
protecting the UK from cyber threats. UK NCSC provides a range of services to the
UK government, businesses, and individuals, including cyber threat intelligence and
advice, incident response support as well as cyber security training and education.

6.2.7.2 USA

In the USA computer crimes are dealt with under federal legislation. The Computer
Fraud and Abuse Act (CFAA), 1986 [29] prohibits unauthorised access to computers
and networks, as well as data theft and damage. To deal with theft of trade secrets for
foreign powers the Economic Espionage Act (EEA), 1996 [30] is employed. The
Identity Theft and Assumption Deterrence Act (ITADA), 1998 [31] prohibits the
unauthorised use of personal information, such as Social Security numbers and credit
card numbers. To ensure that financial institutions implement cybersecurity measures
to protect customer data, the US government enacted the Gramm-Leach-Bliley Act
(GLBA), 1999 [32] and they require healthcare providers to implement cybersecurity
measures to protect patient data via the Health Insurance Portability and
Accountability Act (HIPAA), 1996 [33].

In addition to federal law, most states in the USA also have their own computer crime
laws. The US government takes computer crimes very seriously and has a number of
agencies dedicated to investigating and prosecuting these crimes, including the
Federal Bureau of Investigation (FBI), the Secret Service, and the Department of
Justice.

The US Government Cybersecurity and Infrastructure Security Agency (CISA) is
responsible for coordinating the government's response to cybersecurity incidents,
providing guidance and assistance to critical infrastructure sectors, and developing
and implementing cybersecurity policies and standards. CISA plays a vital role in
coordinating the government's response to cybersecurity incidents, providing
guidance and assistance to critical infrastructure sectors, and developing and
implementing cybersecurity policies and standards.

6.2.7.3 India
In a similar way the Indian government has enacted a number of cybersecurity laws to
protect the country from cyberattacks and other threats to its critical infrastructure and
citizens. The most important Indian cybersecurity law is the Information Technology
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Act, 2000 [34]. The IT Act is a comprehensive law that covers a wide range of
cybersecurity issues, including unauthorised access to computers and networks, data
theft and damage, and cybercrime.

Other important Indian cybersecurity laws include the Bharatiya Nyaya Sanhita
[Criminal Code], 2023 [35] contains several provisions that can be used to prosecute
cybercrimes, such as cheating, forgery, and defamation. The Information
Technology (Amendment) Act, 2008 [36] added new provisions to the IT Act, such
as the requirement for certain businesses to appoint a Chief Information Security
Officer (CISO). Additionally, the Digital Personal Data Protection Act, 2023 [37]
prescribe specific cybersecurity measures that certain businesses and organisations
must implement. Like the EU NIS, the Indian National Cyber Security Policy, 2013
[38] provides a framework for protecting India's CNI from cyberattacks and the
National Cyber Security Strategy, 2020 [39] outlines India's vision for a safe and
secure cyberspace.

These laws are enforced by a variety of government agencies, including the Indian
Computer Emergency Response Team (CERT-In), the Ministry of Electronics and
Information Technology (MeitY), and the Central Bureau of Investigation (CBI).

Table 3: The Law Fighting Cybercrime

Group Document Year | Body |Specific Purpose
General Convention on Cybercrime 2001 | CoE |Guideline for any country developing
comprehensive national legislation against
Cybercrime.
Directive (EU) 2002/58/EC 2002 | EU |Regulates the processing of personal data
e Privacy and electronic communications.
Privacy and Electronic 2003 | UK [To protect the privacy of individuals and the
Communications (PECR) confidentiality of their electronic
Regulations 2003 communications.
Computer Fraud and Abuse 1986 | US |To criminalise unauthorised access to
Act (CFAA), 1986 computer systems and data, unauthorised
modification of data, and DOS attacks.
Bharatiya Nyaya Sanhita 2023 | India [To criminalise a wide range of offenses,
[Criminal Code], 2023 including many that are relevant to
cybersecurity, such as cheating, forgery, and
defamation.
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Group Document Year | Body |Specific Purpose
Data General Data Protection 2016 | EU |To strengthen the protection of personal data
Protection Regulation (GDPR) in the EU and to give individuals more control
over their personal data.
Data Protection Act (DPA) 2018 | UK |To protect the privacy of individuals and the
2018 confidentiality of their personal data.
Identity Theft and 1998 | US |To criminalise the unauthorised use of
Assumption Deterrence Act personal information, such as Social Security
(ITADA), 1998 numbers and credit card numbers.
Information Technology 2008 | India |To amend the Information Technology Act,
(Amendment) Act, 2008 2000, to add new provisions related to
cybersecurity, such as the requirement for
certain businesses to appoint a Chief
Information Security Officer (CISO).
Digital Personal Data 2023 | India | To prescribe specific cybersecurity measures
Protection Act, 2023 that certain businesses and organisations
must implement.
Group Document Year | Body |Specific Purpose
Espionage Economic Espionage Act 1996 | US |To criminalise the theft of trade secrets with
(EEA), 1996 the intent to benefit a foreign power.
Group Document Year | Body |Specific Purpose
Financial EU Digital Operational 2022 | EU [To establish a harmonised framework for
Resilience Act (DORA) digital operational resilience across the
financial sector of the EU.
Gramm-Leach-Bliley Act 1999 | US |To require financial institutions to implement
(GLBA), 1999 cybersecurity measures to protect customer
data.
Group Document Year | Body |Specific Purpose
Health Health Insurance Portability | 1996 | US |To require healthcare providers to implement
and Accountability Act cybersecurity measures to protect patient
(HIPAA), 1996 data.
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6.2.8 SANS Incident Response Framework

Preparation

Identification
Lessons
Learned

Incident
Response
Framework & o=

Recovery

Eradication

Figure 4: SANS Incident Management Stages

The System Administration, Audit, Network, and Security (SANS) Institute IRF [40] is
known for being a very technical and practical approach to incident handling,
providing hands-on guidance for security practitioners. The SANS IRF consists of the
Preparation - ldentification - Containment - Eradication - Recovery - Lessons Learned
(PICERL) phases listed in Table 4:

Table 4: SANS Incident Response Framework

Phase

Description

Preparation

This phase involves getting ready for an incident before it happens by
creating a plan, defining roles and responsibilities, and establishing a
CSIRT.

Identification

The goal is to detect a security incident and determine its nature, scope,
and severity by monitoring systems, analysing logs, and collecting
evidence.

Containment

This phase focuses on stopping the incident from spreading and causing
further damage by isolating affected systems or taking immediate actions to
limit the impact.

Once the threat is contained, you work to remove all traces of it from the

Eradication environment, including removing malware, patching vulnerabilities, and
addressing the root cause.
After the threat has been eradicated, you restore affected systems to their
Recovery normal, secure state, which may involve using backups, rebuilding systems,
and monitoring.
Lessons This final phase involves a post-incident review to understand what
Learned happened, what went well, and what could be improved for future incidents.
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7 Forensic Evidence & Incident Investigations

This is about proactively preparing for and reacting to an
incident. Proactive preparation involves the preparation of
policies to deal with possible events and the
implementation of a continuous cycle of auditing and
improvement of these policies.

Respond Triage  Detect

Reaction is the measures carried out on the detection of
an incident. How the incident was detected, what triage Figure 5: Incident
classification and prioritisation was carried out and how Management
the response was conducted.

Good source of information are the:
* NIST SP 800-61 Computer Security Incident Handling Guide [41]
« Software Engineering Institute (SEI)
o Handbook for Computer Security Incident Response Teams (CSIRT) [42]

7.1 Collection of Digital Evidence & Chain of Custody

Evidence is subject to strict rules regarding its admissibility in courts. To be
presented, recorded in the court record and considered in the verdict, evidence must
be:

* Relevant

o |t must pertain to the actual case.
* Material

o It must prove or disprove facts that impact the question before the court.
« Competent

o It must be proven to actually be what it purports to be.

With digital evidence, “do no harm”. Do not start to open the log files, do not shut
down the system, etc. Do as little as possible beyond disconnecting the system from
the network and protecting it until it can be handed over to Gardai or other appropriate
law enforcement.

* Do not turn off the system as data in volatile, Random Access Memory (RAM)
will be lost.

* Disconnect the system from the network as this prevents a hacker from
covering their tracks by deleting evidence like log files.

* Do not use the system for any reason, such as running programs as data in
memory may be unwittingly overwritten.

* Do not open files to examine them as the time records for access and
modification will be overwritten.

* Document everything done to the system subsequent to the incident.
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7.1.1 Preserving digital evidence
The best way to preserve digital evidence in its original state is to copy it from one
machine to another via a private network connection. The source computers memory
should be transferred to the target computer first. The contents of the source
computer’s hard disk should be copied to the target computer as a bit level image not
file by file to create an exact copy of the source disk data including empty space
(which may include deleted residual data). A number of specialist software programs
exist for this purpose.
A forensic duplicate consists of every bit of the raw bitstream stored in an identical
format (e.g. using an identical disk).
On the other hand, a qualified forensic duplicate is a copy where every bit of
information is still stored, but perhaps in a different form, such as an ISO image.
Both are submissable as evidence, but the ‘best evidence’ should be used, e.g. the
original disk.

7.1.2 Evidence Chain of Custody

Chain of Custody is the chronological documentation, showing the seizure, custody,
control, transfer, analysis, and disposition of evidence, physical or electronic.

Who — What — When — Where — How

7.1.3 Process of Investigation, Suspect Interviews, and Hearsay Rules
Identify:

1. Suspects

2. Systems

3. Witnesses

4. Investigative team
5. Search warrants

For filesystems, analyse the ownership and the modification records. What were the
Means, Opportunity and Motives (MOM) of personnel can assist in narrowing down
suspects to a crime.

Are there any Modus Operandi (MO), methods, choice of software or applications that

may point to a particular set of habits, traits, or practices that can be used to identify a
suspect.
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7.1.4 Interviewing Suspects

Once a suspect has been identified and s/he is in a position to be interviewed, it is
imperative that this conversation is planned beforehand. Will interview or interrogation
techniques be applied? The basic difference between interview and interrogation is
that an interview is conducted in a cordial atmosphere where a suspect or witness is
more comfortable physically and psychologically. When a person is questioned in an
uncomfortable atmosphere under psychological pressure, it is then an interrogation.

7.1.5 Hearsay

Hearsay is as an out-of-court statement offered in court to prove the truth of the
matter asserted in the statement.

It can be considered as second-hand evidence. For a statement to be considered
hearsay, it must meet three conditions:

1. Be a Statement: This includes verbal assertions, written documents, and even
non-verbal conduct, such as nodding, if intended as an assertion.

2. Be made Out-of-Court: The statement was made by the "declarant" (the
original person who spoke or wrote it) at any time or place other than while
testifying as a witness in the current trial or hearing.

3. Is Offered for the Truth of the Matter Asserted: The evidence is being
presented to convince the judge or jury that the content of the original
statement is true.

Hearsay evidence is generally inadmissible in court. This means that a witness cannot
testify about what someone else said outside of court, unless the statement falls into
one of the exceptions to the hearsay rule. If a witness starts to give hearsay evidence,
they can be interrupted and asked to stop by the judge or by one of the lawyers in the
case. There are exceptions to the hearsay rule however, such as:

* Admissions and confessions: If the accused makes a statement that admits
or confesses to a crime, this statement is admissible in court, even though it is
hearsay. This is because it is assumed that someone would not make a
statement against their own interests unless it was true.

* Dying declarations: If someone is dying and they make a statement about
the circumstances of their death, this statement is admissible in court, even
though it is hearsay. This is because it is assumed that someone who is about
to die is more likely to tell the truth.

* Business records: Business records, such as invoices and receipts, are
generally admissible in court, even though they are hearsay. This is because
business records are usually created and kept in a reliable manner.

« Public records: Public records, such as birth certificates and death
certificates, are generally admissible in court, even though they are hearsay.
This is because public records are created by government officials and are
considered to be reliable.

09 Jul 2026 Topic 6 - ISMS, Regulatory Audits & Forensic Readiness Carlow



setu.ie | 6-48 Foundations, Structures and Controls of Cybersecurity

Exceptions to the hearsay rule are complex and there are a number of factors that a
judge will consider when deciding whether to admit hearsay evidence in court.

The Law Reform Commission of Ireland has recommended that the hearsay rule be
reformed and have proposed that the rule should be abolished. Instead the
commission propose that judges should have a discretion to exclude hearsay
evidence in certain circumstances. However, the hearsay rule has not yet been
reformed in Ireland.

The courts in both the UK and India for example have a discretion to admit hearsay
evidence even if it does not fall into one of the established exceptions. This discretion
is exercised sparingly and only in cases where the court is satisfied that it is in the
interests of justice to admit the evidence.

In the US the exceptions already mentioned include further exceptions such as
statements made in furtherance of a conspiracy, statements made by witnesses prior
to trial, and statements made by experts.

Additionally, the courts in the US have a discretion to admit hearsay evidence even if
it does not fall into one of the established exceptions. This discretion is exercised
sparingly and only in cases where the court is satisfied that it is in the interests of
justice to admit the evidence.
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