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Module Aim

Provide learners with the ability to combine Operational Technology (OT)  Industrial 
Automation and Control Systems (IACS) and protocols with Cybersecurity frameworks 
and tools in order to prepare the model for incident response plans to counteract the 
cyber attacks.

Learning Outcomes

On successful completion of this module the learner should be able to:

• Visualise Industrial Automation and Control System (IACS) as they are employed 
in manufacturing, distribution and critical infrastructure.

• Construct a business case for Security of an IACS.
• Consider Cyber Security Architectures applicable to the security of IACS.
• Categorise physical and digital access controls as they apply to the security of an 

IACS.
• Appraise  risk  management,  risk  assessment  and  the  execution  of  risk 

management tasks in the context of IACS security.

Supplementary Book Resources

Pascal  Ackerman  2017,  Industrial  Cybersecurity,  Packt  Publishing  Ltd  [ISBN: 
9781788395984]

Eric D. Knapp,Joel Langill 2014, Industrial Network Security, Syngress Press [ISBN: 
0124201148]

Edward  J.  M.  Colbert,Alexander  Kott  2018,  Cyber-security  of  SCADA  and  Other 
Industrial Control Systems, 1 Ed., 16, Springer

[ISBN: 3319812033]

Recommended Article/Paper Resources

US National Institute of Standards and Technology (NIST) 2022, Guide to Industrial 
Control Systems Security Revision 2, Special Publication, NIST SP 800-82.

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf

US National Institute of Standards and Technology (NIST) 2015, Guide to Operational 
Technology (OT) Security Revision 3, Initial Public Draft, NIST SP 800-82r3 ipd.

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r3.ipd.pdf

US National Institute of Standards and Technology (NIST) 2020, Security and Privacy 
Controls for Information Systems and Organizations to OT’, NIST SP 800-53 Rev. 5.

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r3.ipd.pdf
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Abstract

This  module  explores  cybersecurity  on  Operational  Technology (OT),  it  will  cover 
some of the basic OT and fundamentals of OT security by putting OT into real-world 
context, both from an industry standpoint and everyday life. The course will begin by 
considering some of the recent history of OT, how they've evolved into the types of 
complex industrial environments that exist today, and some examples of how some of 
the devices that make up control systems actually work. This will be followed by a a 
deeper dive into those devices as well through examples, real-world context. This will  
be followed  lead to some of the industry-standard frameworks and standards that are 
commonly used when we're applying controls to OT networks such as those from the 
US  National  Institute  of  Standards  and  Technology  (NIST),  the  Purdue  Network 
Reference Model, International Society of Automation (ISA) 62443 and the MITRE 
ATT&CK. The module will progress to consider convergence and its importance within 
the OT space, convergence meaning IT, OT, and security coming together to protect, 
control and secure those systems. Finally the module will work through the steps to 
respond to a breach, what to do when a breach occurs on the OT network. 
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