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What does a major cyber incident feel like? What does a major cyber incident feel like?
A nice cliche ...

The reality....

“No plan survives first contact with the enemy” “Everybody has a plan until they are punched in the mouth”
- Helmuth von Moltke - Mike Tyson




Major incidents in general The nature of incidents

What other industries deal with major incidents? What are the common characteristics of major incidents
 Health care industry * Unexpected
(Pre-hospital emergencies, emergency departments etc) « Badly timed (weekends, bank holidays, staff shortage)

e Transport industry
(Aviation incidents, mechanical failures, near misses)

e From a variety of causes (cyber incident, system outages)

Mil * Human factors (emotional reactions, human adversary)
* Military

(Conflict, Peace Time duties) * Requiring rapid output of energy and resources from both people

and systems
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» Policing
(Traffic accidents, public order)

Consider this

Questions for everyone in the room

¢ How many of you sitting here don’t have a fire marshall in your
building?

¢ How many of you sitting here don’t have a designated first aider in
your building?

* How many of you don’t know how to use a fire extinguisher?

¢ How many of you have never had a fire drill?

gz202




Cyber Incident Response Cyber Incident Response

When is the last time you .... Make it boring with 3 steps
* Restored your systems from backup or failed over to your Step 1: Identify (staff, assets, tools)
DR site?

Step 2: Assess (situation, capabilities, gaps)
* Ran searches for malicious activity across your entire estate?

* Ran a table top exercise for incident response? Step 3: Improve (reSOIVe’ resource, reﬂeCt)

» Discussed incident response roles within your organisation?

- .

The Roles The many hats of
Who do you need to manage an incident? Incident Response

Just one head?

Key Decision Maker (CTO, CISO, Director)
Technical Lead (Cyber lead, ICT Manager)

» Communications Lead (Sales, Marketing, HR, Legal)

Information Lead (Accounting, Legal, Technical)

Logistics Lead (Facilities, Site Manager)
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Key Decision Maker

\ Good characteristics to have

The Roles/Hats

[ Information Lead ] [ Technical Lead J [ Communications Lead J [ Logistics Lead ]

N /

Optional Role Core Roles

PR—

Calm under pressure, keeps the response matter of fact

Excellent communication style, clear messaging

Good at keeping view of all aspects of the incident

Has the respect and authority to gather resources

Emotional Intelligence
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Optional Role

Communications Lead

Good characteristics to have

Technical Lead

Good characteristics to have

» Good overall awareness of the infrastructure » Excellent at understanding stakeholder requirements

..

« Capable of identifying key digital assets for prioritising analysis « Ideally has a pre-existing relationship with key stakeholders

and recovery

Capable of communicating how infrastructure relates to
business functions

Technical excellence is good but managing technical people is

better @ ‘

..

Emotionally intelligent and aware of sensitivities around
messaging to public, media, clients & staff

Resilient when faced with challenging requests from
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Information Lead (the sweeper) Logistics Lead

Good characteristics to have Good characteristics to have
* Excellent attention to detail « Excellent knowledge of how the business works from a daily
» Excellent documentation and meeting management skills operations perspective
 Good communication skills ¢ Good organisation and anticipation of potential logistics hurdles

* Resourceful, creative and a self starter

Good stamina for attending meetings and capturing

information * A peoples person who can beg, borrow or requisition logistics assets

where required
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Meeting Cadence Common Incident Response questions
Objective, audience, actions When you feel lost at the start

* Morning meeting - What we’re going to do e “Where do | start?”

* Mid day meeting — What we're doing and how it's going ¢ “How bad is this really?”

 Late afternoon meeting — What we've done and what’s next e “How long will this continue?”

 Stick to short meetings that are more regular (30 minutes or less) ¢ “What are we missing?”

» Tight agenda, assigh someone to chair them (Information lead) * “We've never done this before”

* Meeting momentum and discipline to keep visibility
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Business needs
VS
Response needs

A difficult juggling act

Common Incident Response

When you feel lost at the start

7N

Improve

~~—
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Business needs Technidal Teai
VS
Response needs

A difficult juggling act

Business Team

Technical Lead Communications Lead

Brand & Marketing
Investigation
Containment Legal

Eradication Human Resources

Compliance

System Owners

Recovery
Account Mangers

Incident Response Checklists

What to include within your checklists

1. Roles and their specific areas of responsibility
2. Initial actions for each role to consider
3. Continuous considerations for each role
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Start an incident response checklist

Have a panic proof checklist for your role

Checklists

In an emergency,
don’t start
with nothing

Technical Lead Checkiist
onsibi

Provide Information to the KDM to enable for effective business decislons

ic brifs to the KDM on the progress of the techni
Assemble SME's in ] identity

‘Statt Management [Aways be considering the effort o the response In tems of staft welfare, duration of effort and impact
Self Management I¥our t

the broader

Iintial Actions Checkiist Descrl
Identity the Investigation start point Focus on what evidence is n front of you to begin with. Use indicator irmed compromised systems to pivot to with other se Avoid blind searching through your environment
‘With your ufficlent or f systems

Identity & assess key Internal assets of the organisation I g VPN headends & Cloud environments, Identify systems that Impactlarge volumes of users

‘Gather a st of external resources that are avallable I place that

Gt access o up to date topology documentation I

‘Getaccess o you IT asset reglster ntact @ asset history can be Invaluable In incident respon:
Considerif

, Cyver Insurance, Cloud Consutting etc.)

https://www.ncsc.gov.ie/pdfs/Incident-Response-Management-Template.xIsx

T

Why use checklists? Cyber Security Incident Response Drills
Get organised, stay organised Make it real for you and your staff

» Excellent for quickly referencing requirements early in the response  Create a few scenarios for incidents based on your environment

« Assists with creating a structure for the teams responding * Have the initial scenario description

« It helps keep track of tasks, priorities & responsibilities » Have follow up developments (extra context, media challenges etc)

« Useful for documenting decisions and event timelines » Use a third party mediator if required (internal or external)

. . « Gather the senior management group who will respond in their roles
» Excellent reference for use in retrospective assessments (lessons learned)

» Schedule a morning to discuss the scenario and work through the problems

inn
eland

« Develop tangible outputs & actions from the exercise
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Example Scenario First Steps Initial considerations for the management team:

Think about who would you have responding to this incident: Decide on activities  « Do we have enough information to make significant

early decisions?
“SwiftTech Manufacturing Services are a company of 49 employees based in Cork with ’
offices in Dublin. They manufacture electronic components such as printed circuit boards » Does this incident meet the threshold to activate an
for programmable logic controllers used in the energy sector. It's Friday in June 2025 just incident response plan?
before the bank hol/déy. Two 'membe.rs of t_he accounting department in Cork have. ' « Who is available that we can task with the Incident
contacted the IT servicedesk in Dublin stating they can’t get access to some of their files
. , . . Management Team (IMT) roles?
and there is a text file on the Desktop claiming that their computers have been hacked
and the note demands payment...” » Do we have initial checklists for assessing the incident
What role would you most likely perform in this scenario? impact?
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Example Scenario Incident Response

Practice picking out the information for your area of responsibility Practice picking out the information for your area of responsibility
Key Declslon Maker Checklist
. i . . i Key Declsion Maker (KDM) responsibilities Description

“SwiftTech Manufacturing Services are a company of 49 employees based in Cork with AL sl e ol e ol

| Assemble team 'You choose who Is managing which element of the response

. . . . . . . it abol Incider ‘ou pr P 0 oard of directors or senior team on

offices in Dublin. They manufacture electronic components such as printed circuit boards s ereactoe s e e i ey g s e st e e

 Staff Always ing the effort of the response in terms of staff welfare, duration of effort and impact
for programmable /OgiC ContI‘O//eI’S Used I'n the energy SeCtOI’. Itvs Fl’lday I'n June 2025 jUSt 'Eel. Approach the incident with calm and common sense approach. Be aware of the language you use in meetings and your tone.

. . . Inltial Actions Checklist Description
before the bank holiday. Two members of the accounting department in Cork have Decidelt majorcyperncident Ony actuate e mpacted and had outputrecuced asa esut
key roles /Assign a Technical Lead, C Lead, Lead, Logistics Lead
contacted the IT servicedesk in Dublin stating they can’t get access to some of their files sos o s caaonct st = e e e it e et st pete e
. . . . . Determine If you have suffi L with the scale of the Incident | Are internal resources sufficient to respond or do we need an incident response firm?

and there is a text file on the Desktop claiming that their computers have been hacked T D0 e o ntoncs, e esponeler o g s oK ottt ns s gt
and the note demands payment...” oI et B i AT T e o ST M)

'What \What facts do | have to hand in terms of the level of impact to the business?

Whatdo Inotknowaboutthe situation? ~~ |What do | need In order to make decisions to get back o its pre-incident state

An Lirlonad Nilsidnta ' What: | take to Improve visibllity? How can my team aid me «decisions for the overall business?
nE Rialtas na hireann Cibearshlsndala What actions do we take next? Are there significant made to improve the situation and reduce the risk?

. B gy | Coremmentofiieland @ e Who do I need to Inform? Who needs to know what the next actions are and who needs to know what those actions will mean?



Scenario update

Develop your scenarios with iteration and realism

“90 minutes pass. Upon further investigation, it becomes apparent that many
workstations have been affected with more users calling the Dublin ICT helpdesk.
Authentication is failing for external staff VPN services and the incident is impacting
many users across departments in both locations. Some servers appear to be

inaccessible through remote login services. A sales account manager has contacted to

say he’s getting complaints from a large client about a customer portal not working. Staff

in Dublin are now start reporting problems accessing internal ICT services.”

Cadence of
Incident
Response

Large incidents

Can go on longer than you would think

Can have secondary incidents
(threat actor returns or another campaign is detected)

Managing staff energy for the duration of the incident
(particularly key areas)

Mistakes happen with fatigued decision making
Recovery is often the most difficult part
Lessons can often get lost

Individuals or platforms taking the blame
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As the incident
escalates ...

Final thoughts ..

If you take nothing
else away

Big incidents generate a lot of noise
Protect the staff actioning the response
Keep the communication flowing where it's needed

Continuous activity & assessment for senior
leadership

Always being asking questions

Keep good notes, you'll get tired and forget

If you are likely to be within a key role during an

incident;

Develop a checklist for your areas of responsibility
Develop a tabletop exercise for your team & practice it

Run through the exercise once every 6 months with the
key roles (cyber security fire drill)

Ask the hard questions of your organisation now
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Contact Us

National Cyber Security Centre,
Department of Justice, Home Affairs and Migration,
Tom Johnson House, Beggar’s Bush, Dublin 4, D04 K7X4

info@ncsc.gov.ie
+353 (0)1 678 2333




